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Data Sharing Agreement Tiered Framework

There are three tiers to the Data Sharing Agreement Tiered Framework:

1. Tier Zero Memorandum of Understanding
Overarching Memorandum of Understanding which sets out an organisations agreement in principle to share information with the partner organisations in a responsible way.  The tiered approach provides a governance framework to standardise procedures and processes when sharing confidential personal information between partners where there is a lawful basis to do so.  The Tier Zero is signed by a Chief Executive (or equivalent) and commits to their organisation operating within the agreed framework of data sharing.  Only one Tier Zero needs to be signed regardless of the number of Tier Two documents beneath it.

2. Tier One Data Sharing Agreement - Standards
These are the overarching standards which outline the agreed procedures for sharing confidential information.  The document recognises that not all organisations which are party to the agreement will have the same assurance requirements (such as the Data Security and Protection Toolkit) and therefore sets the minimum standard of each of the participating organisations.  The document sets the standards for obtaining, recording, holding, using and sharing of information and outlines the supporting legislation, guidelines and documents which govern information sharing between partners.  The Tier One is signed by the designated responsible officer for each partner organisation, for the whole C&M Health and Care Partnership.

3. Tier Two Data Sharing Agreement
The Tier Two provides a template for the safe sharing of personal data.  The agreement shows what information should be shared and how, under what circumstances and by whom, and is tailored to individual partnerships/projects.  Each Tier Two Data Sharing Agreement will need to be signed off by each participating organisation.  Tier Two Data Sharing Agreements could be for all partners at Tier Zero, or a selected cohort of partners who are participating in a specific project.  Each Tier Two is signed by the Senior Information Risk Owner (SIRO) and/or Caldicott Guardian (CG), alternatively the Chief Executive or equivalent if there is no SIRO/CG, for each of the partner organisations.

Clause
Sharing agreements negotiated prior to the commencement of the Tiered framework and related documentation are not terminated or otherwise varied by the implementation of this documentation.

The Cheshire and Merseyside Health and Care Partnership recognise that each partner organisation will have their own local policies and procedures regarding information security and confidentiality and to make clear that this Tier Two, and the Tier Zero and Tier One documents, are not designed to negate or supersede existing local policies, but to enhance them by facilitating cross-boundary dialogue and agreement.




Tier Two - Data Sharing Agreement

1. [bookmark: _Toc205192928]Title and Reference Code
	Programme 
	Combined Intelligence for Population Health Action (CIPHA)

	Workstream
	Population Health



This Tier Two Data Sharing Agreement is for:
Combined Intelligence for Population Health Action (CIPHA Programme): Population Health
This Data Sharing Agreement (DSA) covers the sharing of data across Cheshire and Merseyside Health and Care Partnership to support a set of Population Health analytics designed to inform both population level planning and support the targeting of direct care for populations.


2. [bookmark: _Toc205192929]Parties to the Agreement
The table below sets out the organisations who are part of this Data Sharing Agreement.

	Data Sharing Agreement Owner

	Cheshire and Merseyside Integrated Care Board (ICB)

	Data Controllers/
Providing Organisations

	· Cheshire and Merseyside Integrated Care Board (ICB)
· Cheshire and Merseyside GP Practices
· Cheshire and Merseyside NHS Trusts
· Cheshire and Merseyside Local Authorities
· The Liverpool City Region Combined Authority (LCRCA) are also parties to this Agreement – they are the following 6 local authorities in the LCRCA: Liverpool, Wirral, Knowsley, Sefton, Halton, St Helens.

	Data Processors
	· Graphnet Limited/System C (system supplier)
· Arden and Greater East Midlands Commissioning Support Unit (AGEMCSU) - Data access or provisioned via the Arden & GEM Azure data management environment (DME)
· Midlands and Lancashire Commissioning Support Unit (MLCSU)


	Receiving Organisations
	· Cheshire and Merseyside ICB employed staff of those with Honorary contracts 
· Cheshire and Merseyside GP Practices
· Cheshire and Merseyside NHS Trusts – see table below
· Cheshire and Merseyside Local Authorities – see table below
· The Liverpool City Region Combined Authority (LCRCA) are also parties to this Agreement – they are the following 6 local authorities in the LCRCA: Liverpool, Wirral, Knowsley, Sefton, Halton, St Helens.
· Primary Care Networks (PCN) – although PCNs are not legal entities, they will receive data for the geographical area that they represent


	Other Receiving Organisation(s)
	· Cheshire Fire and Rescue Service
· Mersey Fire and Rescue Service
Both are Data Controllers in their own right, and are also parties to this DSA, for the Fire Service Safe and Well Risk Reduction Programme.  However, they will not receive any personal data or special category data from the Cheshire and Merseyside Integrated Care Board (ICB), ICS or CIPHA.
A dashboard for each FRS will be produced, which will provide a risk score/ ranking, and geographic filter, against the Unique Property Reference Numbers (UPRN).  Nothing further will be shared.
For further details please see Annex A.
A DPIA for the Safe and Well Risk Reduction Programme has been completed.

	Partner Organisations
	Cheshire and Merseyside Integrated Care Board (ICB)
Cheshire and Merseyside Integrated Care Systems (ICS)
Arden and Greater East Midlands Commissioning Support Unit (AGEMCSU)
Midlands and Lancashire Commissioning Support Unit (MLCSU)




In addition to the C&M GP Practices, the table below shows the organisations who flow data into the CIPHA platform, and/or access data:

	ICO Registration Number
	Organisation Name
	Organisation Category

	Z1435601
	Alder Hey Children’s NHS Foundation Trust
	Acute Trust

	Z5225526
	Cheshire and Wirral Partnership NHS Foundation Trust
	Mental Health Trust

	Z7367711
	Clatterbridge Cancer Centre NHS Foundation Trust
	Acute Trust

	Z6903413
	Countess of Chester Hospital NHS Foundation Trust
	Acute Trust

	Z7573067
	East Cheshire NHS Trust
	Acute Trust

	Z4762537
	Liverpool Heart and Chest NHS Foundation Trust
	Acute Trust

	Z9553640
	Liverpool University Hospitals NHS Trust (Aintree Royal & LCL)
	Acute Trust

	Z7119932
	Liverpool Women’s NHS Foundation Trust
	Acute Trust

	ZB567937
	Mersey and West Lancashire Teaching Hospitals NHS Trust
	Acute Trust

	Z6634416
	Mersey Care NHS Foundation Trust
	Mental Health Trust

	Z4846564
	Mid Cheshire Hospitals NHS Foundation Trust
	Acute Trust

	Z9603234
	North West Ambulance Service
	NHS Trust

	Z6052598
	Walton Centre NHS Foundation Trust
	Acute Trust

	Z5654134
	Warrington and Halton Hospitals NHS Foundation Trust
	Acute Trust

	Z1092834
	Wirral University Teaching Hospital NHS Foundation Trust
	Acute Trust

	Z5339626
	East Cheshire Hospice
	Hospice

	ZA915029
	Hospice of the Good Sheppard
	Hospice

	Z5082264
	St Lukes Hospice
	Hospice

	Z5006126
	Wirral St Johns Hospice
	Hospice

	Z9410058
	Primary Care 24 (Merseyside) Limited
	NHS Support Agency

	Z1543115
	Cheshire East Council
	Local Authority

	Z1542890
	Cheshire West and Chester Council
	Local Authority

	Z4803991
	Halton Borough Council
	Local Authority

	Z5775143
	Knowsley Borough Council
	Local Authority

	Z7624756
	Liverpool City Council
	Local Authority

	Z6451588
	Sefton Council
	Local Authority

	Z5666620
	St Helens Council
	Local Authority

	Z4794892
	Warrington Borough Council
	Local Authority

	ZA222838
	Wirral Council
	Local Authority

	Z5616967
	Liverpool University John Moores
	University

	Z6390975
	University of Liverpool.
	University

	Z5265461
	Edge Hill University
	University



3. [bookmark: _Toc205192930]Amendment of the Agreement 
Additional Data Processors may be added over time, such as when additional software is needed to support the programme for Secure Data Environment for Research.  Access may also be given to other Data Controllers over time, so that data will be available to those who have a legitimate reason to access the Secure Data Environment for Research.  If Data Controllers or Data Processors are added to this Data Sharing Arrangement, there will be a period of consultation and data controllers will be required to agree to the data sharing arrangement again by way of signature on an updated DSA document. 

Datasets may be added to the agreement. If additional datasets are added to the agreement the data sharing agreement will be updated and re-circulated to all controllers. Only the data controller of the dataset will be asked to sign the agreement again. 


4. [bookmark: _Toc205192931]Terms of the Agreement
	Start Date
	30 June 2021

	End Date 
	Current position: July 2025 - ongoing



C&M ICB accesses national data under a separate DSA with NHS England.  Sub-licencing has been implemented to allow for access to these national data assets by organisations across the ICB.  Please note, this is not a sub-licence to the data covered by this agreement, but is referenced here for information.


5. [bookmark: _Toc205192932]Purpose of the Data Sharing
	Purpose for Data Sharing 
	The overarching purpose for data sharing is to support a set of Population Health analytics for population level planning and improvement of outcomes and also the targeting of direct care to vulnerable populations in need. 

There are four main purposes, which can be described as follows:-

Use Case 1: Epidemiology Reporting: Understanding health needs of populations, wider determinants of health and inequality for the improvement of outcomes: The data would be used to create intelligence, with the aim of understanding and improving physical and mental health outcomes, promote wellbeing and reducing health inequalities across an entire population.  Specific types of analysis that may be undertaken include: Health needs analysis understanding population’s health outcomes and deficits; Demographic forecasting, disease prevalence and relationships to wider determinants of health; Geographic analysis and mapping, socio-demographic analysis and insight into inequalities.

Use Case 2: Predicting outcomes and population stratification of vulnerable populations: The data will be used to predict the risk of outcomes for individuals in order that services can be targeted proactively to those most vulnerable. The data will be re-identified for the purposes of direct care. 

Use Case 3: For planning current services and understanding future service provision: The data would be used to create intelligence on service provision to understand current service capacity and demand and forecasting future service demand to ensure enough provision is available for populations in need.  This may include forecasting disease and prevalence and understanding how it impacts on service provision. 

Use Case 4: For evaluation and understanding causality: The data would be used to evaluate causality between determinants of health and outcomes. Also, used to understand effectiveness of certain models of care across the health and care system.





6. [bookmark: _Toc205192933]Data Protection Impact Assessment

The DPIA for the Population Health Data Sharing Agreement (Tier Two) - Workstream: Population Health, can be found embedded below:






7. [bookmark: _Toc205192934]Data Details

	[bookmark: _Hlk149747146]Data to be Shared

	Annex B provides the categories of data to be shared from GP; Acute; Mental Health; Community; and Social Care (children and adult and non-health data flows.  The table incudes a brief description of the data categories and the use case(s) within which the data will be used.  The specific data items will only be coded (structured) data, that is to say no free text (unstructured) data.  

AGEMCSU will also provide a set of data to the CIPHA programme for linkage with the above via consistent pseudonym. The datasets being linked to include those listed in the DSA agreement with NHS Digital, which is inclusive of, but not limited to SUS (secondary care), CSDS (Community care), MHMDS (Mental Health), GDPPR (General Practice), NWAS (Ambulance), COVID Testing and COVID Vaccinations.



	[bookmark: _Hlk149747165]Access to data
	Personnel to have access to the data as Data Processors

Graphnet supplying Care Centric
People directly employed by Graphnet for the purposes of managing Care Centric and CIPHA, where the data is held.

Care Centric/Graphnet Data Processing Agreement





	[bookmark: _Hlk149747192]Governance
	The programme will maintain and strictly enforce a Data Access and Data Asset matrix to ensure requests to use the CIPHA regional data sources ensure full compliance with the purposes laid out in Section 5: Purpose of the Data Sharing and that data is securely shared and appropriated.

The matrix details projects undertaken with the data from the ICB and is made available on the Data into Action to parties within this data sharing agreement on a monthly basis, so they are informed of the specific uses of the data. 

[bookmark: _Hlk157699217]This process is governed through the Cheshire and Merseyside regional Data Asset and Access Group (DAAG), which draws its membership from the ICB and other NHS providers of clinical and non-clinical services, together with patient representation.

Access is governed by the Data Asset and Access Group (DAAG). 

Access is granted and managed by the ICB Analytical Team.

Access is reviewed by the ICB Analytical Team routinely with regular reporting and oversight by the Data Access and Asset Group (DAAG).

Access is revoked by the ICB Analytical Team under the oversight of the Data Asset and Access Group (DAAG).

The Cheshire and Merseyside Data Access request process is detailed below. Those requesting access to the data need to submit the Data Access Request Form (DARF) to obtain permission to access the data for the specified purpose, which will be approved via this route. 

[image: ]
Data Access Request Form (DARF)




Data Asset and Access Group (DAAG) Terms of Reference




Data Usage Register

The ICB Analytical Team and those with honorary contracts are required to submit a data usage register monthly to DAAG for projects undertaken.

The provider teams and the ICB analytical teams are required to submit a data usage register monthly to DAAG for projects undertaken.  This includes:

· Application Number
· Project Name 
· Organisation making the request
· Project Start Date
· Project End Date
· Project description
· Project Values/Uses
· Datasets used

No other parties other than those listed in the data receiving originations within Section 2: parties to this agreement will have access to this pseudonymised data.

This Data Sharing Agreement does not allow use of the data for research. Uses of the data for research are governed by a separate Tier Two DSA.




	De- identification, data minimisation, and handling of restricted/ sensitive codes
	De-identification of Patient Identifiable Data

To satisfy the Confidentiality: NHS Code of Practice, all data for purposes other than direct care will be de-identified. 
Anonymised Data

Anonymised data will meet the ICO standards for anonymisation including small number suppression.
Sensitive Codes

Sensitive data excluded from retrieval follows the recommendations made by The Royal College of General Practitioners (RCGP) ethics committee and the Joint GP IT Committee:
· Gender reassignment.
· Assisted conception and in vitro fertilisation (IVF)
· Sexually transmitted diseases (STD)
· Termination of pregnancy


	Right to object

and

Data Opt Out
	[bookmark: _Hlk102749516]The right to object under S21 of the General Data Protection Regulation 2016, as enacted, is relevant.  Patients and service users have a right to object to their medical information being used for purposes other than direct care.

All registered National Data Opt-outs and Type 1 Opt-outs will be respected.

Further details on Opt Out are set out in the DPIA, which can be found above embedded in section: 6 Data Protection Impact Assessment


	Fair Processing
	Organisations party to this agreement will comply with fair processing guidelines ensuring Privacy Notices accurately reflect the uses of data for their organisation. 


	Details of retention and destruction
	The data will be retained for as long as the purpose(s) described above remains valid or a new legal purpose agreed, and in line with the:
NHS Records Management Code of Practice 2021




CIPHA Workstream: Population Health

The schematic below describes the model to support the information flows for the use cases.  Use cases are captured in data sharing register.


[image: ]

Each use case is specified in the Data Access & Asset Group (DAAG) data sharing register.


8. [bookmark: _Toc205192935]Legal Basis
General Data Protection Regulation (GDPR)

The following Conditions are engaged:

6 (1) (e) Necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller

9(2)(h) Necessary for the reasons of preventative or occupational medicine, for assessing the working capacity of the employee, medical diagnosis, the provision of health or social care or treatment or management of health or social care systems and services on the basis of Union or Member State law or a contract with a health professional  

Common Law Duty of Confidentiality

For Population Health the Common Law Duty of Confidentiality requires that there should be no use or disclosure of any confidential patient information for any purpose other than the direct clinical care of the patient to whom it relates, unless:
· The patient explicitly consents to the use or disclosure;
· The disclosure is required by law;
· The disclosure is permitted under a statutory process that sets aside the duty of confidentiality.
Appropriately pseudonymised or aggregated data is not owed a duty of confidentiality.  Under this Data Sharing Agreement the Common Law Duty of Confidentiality does not apply, as the data is pseudonymised, and presented as aggregate data.

Anyone using aggregate data must not attempt to re-identify any individual, by using the aggregated data, and to do so would be a breach of the terms of use.

[bookmark: _Hlk75588158]For patient identifiable data used for direct patient care the Common Law Duty of Confidentiality is addressed by implied consent. “Section 251B [of the Health and Social Care Act 2012 (as amended by the Health and Social Care (Safety and Quality) Act 2015)] and implied consent under CLDC will together provide the lawful basis to share in most cases of direct care. In these cases, and any cases of direct care based on explicit consent, the national data opt-out will not apply.” https://digital.nhs.uk/services/national-data-opt-out/operational-policy-guidance-document/appendix-2-definitions

The right to object under S21 of the General Data Protection Regulation 2016, as enacted, is also relevant.  Patients and service users have a right to object to their medical information being used in order to provide safe and effective care, and have the right to register this objection in writing, or verbally, to the clinician concerned.



DRAFT
DRAFT
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9. [bookmark: _Toc205192936]Signatory Sheet
Workstream: Combined Intelligence for Population Health Action (CIPHA)
Population Health
Data Sharing Agreement (Tier Two)

Each party to this Data Sharing Agreement (Tier Two) is required to complete & sign below.

Data Sharing Agreement Owner – Host Organisation – Cheshire & Merseyside ICB


	Signed for and on behalf of:
	Cheshire & Merseyside ICB


	Signature:

	[image: ]


	Date:

	04/08/25


	Your name:

	Professor Rowan Pritchard Jones


	Your Job Title / Role:

	Senior Information Risk Owner


	Your email address:

	rowanpj@cheshireandmerseyside.nhs.uk





Party to the Data Sharing Agreement – Partner Organisation

	Signed for and on behalf of:

	


	Signature:

	


	Date:

	


	Your name:

	


	Your Job Title / Role:

	


	Your email address:

	




Please return to: infogov.cmicb@miaa.nhs.uk


[bookmark: _Toc205192937]
Annex A: Fire Service Safe and Well Risk Reduction Programme

· Cheshire Fire and Rescue Service
· Merseyside Fire and Rescue Service

Both are Data Controllers in their own right, and are also parties to this DSA, for the Fire Service Safe and Well Risk Reduction Programme.  However, they will not receive any personal data or special category data from the Cheshire and Merseyside Integrated Care Board (ICB), ICS or CIPHA.
The overarching purpose for data sharing is to support the Fire Service Safe and Well Risk Reduction Programme.
Cheshire Fire and Rescue Service offer free Safe and Well Visits, and Merseyside Fire and Rescue Service, offer free Home Fire Safety Check visits.
The specific data to be shared with both Fire and Rescue Services will enable these visits to be directed to those homes most at risk of an accidental fire occurring, for residents of any age.
[bookmark: _Hlk112427843]N.B. C&M ICB staff, working with Graphnet staff, will advise on the algorithm required to generate UPRN/risk score/ranking and geography filter, for the fire service.  Each FRS will not have access to any actual NHS patient/person identifiable data (personal date) or special category data.
[bookmark: _Hlk115773951]The only data that will be shared with each FRS is a Dashboard which will contain the UPRN (Unique Property Reference Number) and a risk score/ranking, which is calculated from weighting of demographic factors and comorbidities.
[bookmark: _Hlk113287712][bookmark: _Hlk100131911][bookmark: _Hlk100131381]The Lawful Basis for creating the FRS Dashboards set out in the table below.


	Type of Data

	Common Law Duty of Confidentiality
	Data Processing
	Legislation

	*Pseudonymised Data
(see further details below)
	The Common Law Duty of Confidentiality doesn’t apply in this situation as pseudonymised data isn’t owed a duty of confidence.

	For data linkage, but no direct identifiers will be provided to the applicant/ data processor
	UKGDPR

6(1)(e)processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller.

9(2)(g)processing is necessary for reasons of substantial public interest, on the basis of which shall be proportionate to the aim pursued, respect the essence of the right to data protection and provide for suitable and specific measures to safeguard the fundamental rights and the interests of the data subject; 

Fire and Rescue Services Act 2004
Fire and Rescue Services Act 2004 (legislation.gov.uk)

6 Fire safety
(1)A fire and rescue authority must make provision for the purpose of promoting fire safety in its area.
(2)In making provision under subsection (1) a fire and rescue authority must in particular, to the extent that it considers it reasonable to do so, make arrangements for—
(a)the provision of information, publicity and encouragement in respect of the steps to be taken to prevent fires and death or injury by fire;






[bookmark: _Toc205192938]Annex B – Data to be shared

The specific data items will only be coded (structured) data, that is to say no free text (unstructured) data.  As noted in the section on access controls the data will be strictly governed as anonymised/aggregate, pseudonymised, and only as person identifiable for the purpose of direct care.  Additionally, for use cases beyond those given in this agreement there is the additional governance of the Data Asset and Access Group (DAAG) to ensure full compliance with the parameters of this data sharing agreement.

This Annex provides the categories of data to be shared from GP; Acute/Trust; Mental Health; Community; and Social Care (children and adult).  The table incudes a brief description of the data categories and the use case(s) within which the data will be used for:

Use Case 1: Epidemiology Reporting

Use Case 2: Predicting outcomes and population stratification of vulnerable populations

Use Case 3: For planning current services and understanding future service provision

Use Case 4: For evaluation and understanding causality



I. [bookmark: _Toc205192939]Social Care: Children
NOTE: no free text will be extracted. Only coded data.
	Item (data spec doc cross reference)
	Field Name
	Description
	Use Case

	1.1
	Extract Identifier
	Reference data item
	Reference data item

	1.2
	Person Core
	Patient Identifiable Data
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only


	1.3
	Person Extended
	Patient Identifiable Data
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only


	1.4
	Referral
	Open referrals and referrals that have closed since a predefined number of months prior to go live of the export.
	Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality 

	1.5
	Event
	The data range of active events or which have an end date after the predefined number of months prior to go live of the export:
· Assessment 
· Meetings
· Case Notes

This does not include the free text associated with the event
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality

	1.6
	Alert
	Alerts of the following types that are still active or have an end date after the predefined number of months prior to go live of the export:
· Child Protection
· Child in Need
· Child Looked After
· Missing Person
· Hazard
· MARAC

	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 4: Evaluation and Causality

Proposal: due to sensitive nature of codes this category may be excluded from the extract
 

	1.7
	Disability
	Disabilities that are still active or have an end date after the predefined number of months prior to go live of the export.
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality

	1.8
	Related Person
	Relationship Types and Relationship Flags
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

	1.9
	Practitioner (staff type)
	Only those Practitioner involvements that are still active or have an end date after the predefined number of months prior to go live of the export.
	Use Case 3: Planning and Future Service Provision 


	1.10
	Classification
	Primary Support Reasons that are still active or have an end date after the predefined number of months prior to go live of the export: may include:
· Physical support – Access and mobility
· Social support – Substance misuse
· Sensory support
· Mental Health support
· Learning Disability support
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality





II. [bookmark: _Toc205192940]Social Care: Adults
	Item
	Field Name
	Description
	Use Case

	2.1
	Extract Identifier
	Reference Data Item
	Reference Data Item

	2.2
	Person Core
	Patient Identifiable Data
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only


	2.3
	Person Extended
	Patient Identifiable Data
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only


	2.4
	Referral
	Open referrals and referrals that have closed since a predefined number of months prior to go live of the export.
	Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality 

	2.5
	Event
	Consider the data range of active events or which have an end date after the predefined number of months prior to go live of the export: 
· Assessment
· Safeguarding
· Organisational Safeguarding Case
· Deprivation of Liberty Safeguards (DOLS)
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality

	2.6
	Alert
	Alerts that are still active or have an end date after the predefined number of months prior to go live of the export.
· Risks
· Special Factors
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 4: Evaluation and Causality

Proposal: due to sensitive nature of codes this category may be excluded from the extract


	2.7
	Disability
	Disabilities that are still active or have an end date after the predefined number of months prior to go live of the export.
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality

	2.8
	Related Person
	Relationship Types and Relationship Flags
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

	2.9
	Practitioner (staff type)
	Only those Practitioner involvements that are still active or have an end date after the predefined number of months prior to go live of the export.
	Use Case 3: Planning and Future Service Provision 


	2.10
	Classification
	Primary Support Reasons that are still active or have an end date after the predefined number of months prior to go live of the export: may include: 
· Physical support – Access and mobility
· Social support – Substance misuse
· Sensory support
· Mental Health support
· Learning Disability support
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality

	2.11
	Care Plan
	Care plans linked to referrals that have been exported in the Referral data file that are still active or have an end date after the predefined number of months prior to go live of the export. 
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality

	2.12
	Service Provision
	All service provisions linked to care plans that have been exported in the Care Plan data file should be included.  Those that are still active or have an end date after the predefined number of months prior to go live of the export should be exported.
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality

	2.13
	Care Plan Need and Outcome
	All needs and outcomes linked to care plans and service provisions that have been exported in the Care Plan data file.
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality





III. [bookmark: _Toc205192941]Acute
	Item
	Field Name
	Description
	Use Case

	3.1
	Demographics
	Data items supported as part of the MPI Load.
· Surname
· NHS Number (and validation status)
· DOB
· Sex
· Address
· Postcode
· Death Status and Death Date
· Ethnic Group
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only


	3.2
	Medications
	-
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality

	3.3
	In-Patient
	Unique Identifier (Event ID)
Admission Date
Stay Type
Ward
Specialty
Admission Type
Admission Category
Admission Source
Diagnosis
	Consultant
Admitting Doctor
Attending Doctor
Transfer Date
Transfer Reason
Discharge Date
Discharge Method
Discharge Destination
Procedures
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality

	3.4
	Out-Patient
	Unique Identifier (Event ID)
Originating Referral ID
Referral Date
Referral Outcome
Referral Priority
	
Referral Disposition
Referral Type
Referral Category
Speciality
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality

	3.5
	A&E
	Unique Identifier (Event ID)
Attendance Date
Discharge Date
Discharge Method
Diagnosis
	Discharge Destination
Location
Consultant
Referring Doctor
Procedures
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality

	3.6
	ICE/Pathology Results 
	Pathology Results Direct from Labs or from the ICE system 
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 4: Evaluation and Causality





IV. [bookmark: _Toc205192942]Community (Individual Spec document for each item)
	Item
	Field Name
	Description
	Use Case 

	4.1
	Demographics
	Data from the demographics CSV will be used for creating or updating the demographics of a patients.
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only


	4.2
	Referral
	-
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality

	4.3
	Alerts
	When providing Alert information, each message will need to contain all the current available Alerts for a patient i.e. the file would not be expected to contain historic alerts (inactive/ended)
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 4: Evaluation and Causality

Proposal: due to sensitive nature of codes this category may be excluded from the extract

	4.4
	Community Health
	· Immunisations
· Care Plan
· Problems
· Interventions
· Encounters & Appointments
· Diagnosis
· Medications
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality

	4.5
	Allergies
	-
	-

	4.6
	Contacts
	-
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only
Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality


V. [bookmark: _Toc205192943]Mental Health (Individual Spec document for each item)
	Item
	Field Name
	Description
	Use Case

	5.1
	Demographics
	Data from the demographics CSV will be used for creating or updating the demographics of a patients.
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only


	5.2
	Referral
	-
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality

	5.3
	Alerts
	When providing Alert information, each message will need to contain all the current available Alerts for a patient i.e. the file would not be expected to contain historic alerts (inactive/ended)
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 4: Evaluation and Causality

Proposal: due to sensitive nature of codes this category may be excluded from the extract


	5.5
	Care Programme Approach (CPA)
	· Diagnosis
· Mental Health Act
· Risk Assessment
· Risk Scores
· Risk Plans
· Early Intervention in Psychosis (EIP)

Free text will not be included.
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality 

	5.6
	Contacts
	-
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only
Use Case 3: Planning and Future Service Provision Use Case 4: Evaluation and Causality



VI. [bookmark: _Toc205192944]
General Practice
	Item
	Field Name
	Description
	Use Case 

	6.1
	GP COVID-19/Advance Care Planning 
	· GP COVID-19 Status 
· GP Advance Care Planning
· Alerts
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality


	6.2
	Allergies Summary
	-
	

	6.3
	GP Medications Issued
	-
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality
 

	6.4
	GP Repeat Medications
	-
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality

	6.5
	GP Problems
	· Active Problems
· Past Problems
· Additional Problems
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality

	6.6
	GP Results
	-
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality


	6.7
	GP Vitals and Measurements
	Latest height/weight; latest blood pressure; latest physiological function result ordered by date descending.
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality


	6.8
	GP Lifestyle
	-
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality


	6.9
	Additional GP Information
	· GP Encounter
· Vaccinations & Immunisations
· Contraindications
· OTC and Prophylactic Therapy
· Family History
· Child Health
· Diabetes Diagnosis
· Chronic Disease Monitoring
· Medication Administration
· Pregnancy, Birth and Post Natal
· Contraception and HRT
· GP Imaging
· Other Investigations
· Investigations Administration
· Operations
· Obstetric Procedures
· Other Diagnostic Procedures
· ECG
· Other Preventative Procedures
· Other Therapeutic Procedures
· Recent Test Results (last 12 months)
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality


	6.10
	Data Categories
	· Active Problems
· Administration
· Alcohol Exercise and Diet
· Allergy
· Blood Chemistry
· Blood Pressure
· Cervical Cytology
· Child Health
· Chronic Disease Monitoring
· Contraception and HRT
· Contraindications
· Diabetes Diagnosis
· ECG Pulmonary
· Encounters
· Family History
· Full Problems List
· Glucose/hba1c
· Haematology
· Height and Weight
· Imaging
· Investigations Admin
· Medications Administration
· Medication Issues
· Microbiology
· Obstetric Procedures
· Operations
· OTC Prophylactic Therapy
· Other Cytology/Pathology
· Other Diagnostic Procedures
· Other Investigations
· Other Preventative Procedures
· Other Therapeutic Procedures
· Past Problems
· Physiology Function Tests
· Pregnancy, Birth and Post Natal
· Recent Tests
· Referrals and Admissions
· Repeat Medication
· Smoking
· Social History
· Unmatched
· Urinalysis
· Vaccination and Immunisations
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality





VII. [bookmark: _Toc205192945]General Practice - TPP

	Item
	Field Name
	Description
	Use Case

	7.1
	Medications
	· Repeat Medications
· Medications Issued
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality

	7.2
	GP Problems
	· Active Problems
· Past Problems
· Additional Problems
· GP Results
· GP Lifestyle
· Blood Pressure
· Additional GP Information
· GP Encounters/Administration
· GP Encounters
· GP Administration
· Referrals
· Radiology
· Operations
· Investigations
· Contraception and HRT
· Pregnancy, Birth & Post Natal
· GP Family History
· Contraindications
· Vaccinations and Immunisations
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality





VIII. [bookmark: _Toc205192946]Other Data (health and non-health) to be Shared
	Item
	Field Name
	Description
	Use Case 

	8.1
	Docobo / Telehealth 


Data Controller: Mersey Care
	· Organisation
· Patient
· Patient Package
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality

	8.2
	Household into Work, Ways to Work

Data Controller:
Liverpool City Region Combined Authority
	· Employment data
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality

	8.3
	Life Rooms

Data Controller:
Mersey Care
	· Life Rooms data
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality

	8.4

	Housing Retrofit Data

Data Controller:
Liverpool City Region Combined Authority

	· UPRN level housing retrofit indicators.
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality



	8.5
	Liverpool Citizens Support Scheme

Data Controller:
Liverpool City Council
	· Liverpool Citizens Support Scheme data.
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality

	8.6
	Other non-health datasets for linkage

Data controller:
Liverpool City Council
	· Discretionary Housing Payments
· Benefits Maximisation
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality
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		Date DPIA started:

		March 2021



		Date updated:

		May 2022

February 2024

July 2025



		Next review date due by:

		This DPIA will be routinely reviewed annually



		By Whom:

		Data into Action (DiA) Team, and DPO for the C&M ICB



		DPO approved:

		Suzanne Crutchley

MIAA Head of Data Protection & Information Governance

DPO C&M ICB



		IT Security approved:

		John Llewellyn

Chief Digital Information Officer



		Committee approved:

		Data Access & Asset Group (DAAG)



		Submitted to ICO Y/N: 

		No














		Summary of document changes, since previous approved document version





		Section

		Change





		Step 2 Describe the processing - Parties to the Agreement

		· For reference added Primary Care Networks (PCN)



		Step 2 Describe the processing - Data to be Shared



		· Added none-health data flows and onboarding









		[bookmark: _Toc527037253]Information Reader Box



		Document Purpose:

		Ensure consistent application of DPIA process in workstreams



		Document Name:

		Data Protection Impact Assessment

Combined Intelligence for Population Health Action (CIPHA):

Population Health



		Author:

		Suzanne Crutchley



		Document Origin:

		NECS Standard Operating Procedure - Information Governance:Data Protection Impact Assessments (Privacy by Design) (2018)



		Target Audience:

		All Cheshire and Merseyside Health and Care providers and commissioners as described in the Tier Two CIPHA Data Sharing Agreement for Population Health



		Description

		CIPHA Data Protection Impact Assessment for Population Health



		Cross Reference:

		DPIAs are applicable to Tier Zero, Tier One and Tier Two (CIPHA: Population Health)



		Superseded Document:

		[bookmark: _Hlk98172146]Original DPIA issued with the CIPHA Tier Two Data Sharing Agreement for Population Health



		Action Required:

		To note as appropriate for your organisation



		Contact Details

(for further information and feedback)

		DiA Team: dataintoaction@cheshireandmerseyside.nhs.uk

IG Team: infogov.cmicb@miaa.nhs.uk
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		This is a controlled document, managed by the CIPHA Programme Office.  Whilst this document may be printed, this document should not be saved onto local or other network drives.










[bookmark: _Toc205192770]Introduction

[bookmark: _Hlk154738919]For Cheshire and Merseyside the Combined Intelligence for Population Health Action (CIPHA), will connect and support the integration of data from Cheshire and Merseyside health and care organisations and data that flows into NHS Digital for the purposes of population health and population health management. This will ensure that information is available to the right people, in the right place, at the right time to deliver and drive service delivery, integration and transformation.



[bookmark: _Toc152857709][bookmark: _Toc205192771]Overview of CIPHA DPIA

Article 35(1) of the General Data Protection Regulations says that you must do a DPIA where a type of processing is likely to result in a high risk to the rights and freedoms of individuals.

A Data Protection Impact Assessment (DPIA) is a process which can help an organisation identify the most effective way to comply with its data protection obligations. In addition, DPIAs will allow organisations to meet individuals’ expectations of privacy.

An effective DPIA will facilitate the identification and minimisation of potential data protection risks at an early stage, reducing the associated costs and damage to reputation which might otherwise occur.

In February 2014, the Information Commissioner issued a code of practice under Section 51 of the Data Protection Act (DPA) in pursuance of the duty to promote good practice. The DPA says good practice includes, but is not limited to, compliance with the requirements of the Act and undertaking a DPIA ensures that a new project is compliant.

One of the requirements of the UK GDPR is an obligation to conduct a DPIA before carrying out types of processing likely to result in high risk to individual’s interests.



[bookmark: _Toc152857710][bookmark: _Toc205192772]Roles and Responsibilities

Executive Sponsor: The owner of any data protection risks identified within the DPIA.  This person is an appropriately senior manager, ideally a member of the Executive Team, assigned to the relevant Directorate.

Data controller: exercises control over the processing and carries data protection responsibility.  Their activities will include significant decision making.

Here, the Data Controllers are the C&M GP Practices from where the data is sourced.

Data processor: simply processes data on behalf of a data controller and their activities are more limited to ‘technical’ aspects.

[bookmark: _Hlk150947759]Here, the Data Processors are the Cheshire and Merseyside Integrated Care Board (ICB) Combined Intelligence for Population Health Action (CIPHA) Team, together with the system supplier Graphnet Ltd.

Sub processor: Under UK GDPR, the controller must give its prior written authorisation when its processor intends to entrust all, or part of the tasks assigned to it to a sub processor.  The Processors remains fully liable to the controller for the performance of the sub-processor’s obligations.

There are no sub-processors.



[bookmark: _Toc205192773]Associated Documents

This DPIA is part of the Data Sharing Agreement Tiered Framework and should be read in conjunction with the three associated Tier documents:

· Tier Zero Memorandum of Understanding

· Tier One Data Sharing Agreement - Standards

· Tier Two Data Sharing Agreement

In particular, for this DPIA, please see Tier Two - Data Sharing Agreement: Combined Intelligence for Population Health Action (CIPHA): Population Health
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DPIA

[bookmark: _Toc205192774]Project title: Combined Intelligence for Population Health Action (CIPHA)

Tier Two: Population Health

[bookmark: _Toc205192775]Step 1: Identify the need for a DPIA



		Explain broadly what project aims to achieve and what type of processing it involves. You may find it helpful to refer or link to other documents, such as a project proposal. Summarise why you identified the need for a DPIA.







The overarching purpose for data sharing is to support a set of Population Health analytics in the following areas:- 

Purpose 1: Epidemiology Reporting: Understanding health needs of populations, wider determinants of health and inequality for the improvement of outcomes: 

Purpose 2: Predicting outcomes and population stratification of vulnerable populations

Purpose 3: For planning current services and understanding future service provision

Purpose 4: For evaluation and understanding causality and the effectiveness of interventions at improvement in patient outcomes 

It involves the processing of personal, sensitive and identifiable health and care information. The data is pseudonymised for the secondary uses described above. Identifiable information is only made available for the purposes of direct care with role-based access controls in place.

The data controllers are the GP practices, providers and Local Authorities in C&M ICB. The Data Processors are the System Supplier Graphnet Ltd using System C; Arden and GEM Commissioning Support Unit; Midlands and Lancashire Commissioning Support Unit.



[bookmark: _Toc205192776]Step 2: Describe the processing



		Describe the nature of the processing: how will you collect, use, store and delete data? What is the source of the data? Will you be sharing data with anyone? You might find it useful to refer to a flow diagram or other way of describing data flows. What types of processing identified as likely high risk are involved?







Parties to the Agreement:

The Data Controllers are the C&M ICB, GP practices, NHS providers and Local Authorities in C&M.

Primary Care Networks (PCN) – although most PCNs are not legal entities, they will receive data for the geographical area that they represent.

The Data Processors are the System Supplier Graphnet Ltd using System C; Arden and GEM Commissioning Support Unit; Midlands and Lancashire Commissioning Support Unit.

Information Flow Description and Type

The schematic below describes the model to support the information flows for the use cases.



[image: ]



Each use case is specified in the Data Access & Asset Group (DAAG) data sharing register.



Data flowing into Graphnet 



Data flows in identifiable form into Graphnet from the Data Controllers within C&M. 



Data Also flows into Graphnet from Arden and GEM CSU in identifiable form for the purposes of risk stratification and in pseudonymised form for the purposes of population health. This data is held in one of three data marts, identifiable, pseudonymised and de-identified.



Graphnet run a presentation layer in Power BI that displays the data back in a variety of reports in aggregate and patient level form. The identifiable data is only made available where there is a legitimate direct care purpose. Role Based Access Controls are in Place. 



Data Flowing into Arden and GEM CSU



AGEM CSU run a C&M Data Management Environment (DME). National data Assets from NHS Digital persist in this environment. Data from the C&M Data Controller is also flowed into Arden and GEM CSU via Graphnet to be linked with the other data in this environment. This data is held in one of two data marts, identifiable or pseudonymised. 



AGEM CSU run an Azure Data Management Environment (DME) that is access the Data Controllers within C&M for the purposes of Population Health. 



Data flowing into Midlands and Lancs CSU 



MLCSU run a Data Management Environment that runs a front-end visualisation tool called Aristotle. In a similar way to AGEM CSU data flows and is managed in MLCSU. 



C&M only access the visualisation tool in MLCSU. They don’t access the DME directly.  



Destination of information



The information is stored in the Graphnet CIPHA environment in the Azure cloud.



Persistent or temporary (if persistent, detail the storage location following transfer)



Persistent - stored in the Graphnet CIPHA environment in the Azure cloud.



Data Storage Locations include:



· Graphnet LTD



· AGEM CSU



· MLCSU



Deletion of information



Information can only be deleted by the source organisation.



Risks/actions identified

The risks and mitigations are shown in the table below in ‘Step 5’ in respect of collection, storage and deletion of persistent data that is stored in the Graphnet CareCentric secure environment in the Azure cloud and hosted by C&M ICB.  The risk table articulates the process for the 3 data marts for storage and the process for psuedonymisation.



		Describe the scope of the processing: what is the nature of the data, and does it include special category or criminal offence data? How much data will you be collecting and using? How often? How long will you keep it? How many individuals are affected? What geographical area does it cover?







Purpose of Data Sharing

The overarching purpose for data sharing is for the purposes of population health and population health management.



Data to be Shared

The data that flows is person level, identifiable, sensitive information that is subsequently pseudonymised for secondary use. Some sensitive codes are excluded.



For Personal and Sensitive Data

Sensitive data excluded from retrieval follows the recommendations made by The Royal College of General Practitioners (RCGP) ethics committee and the Joint GP IT Committee:

· Gender reassignment.

· Assisted conception and in vitro fertilisation (IVF)

· Sexually transmitted diseases (STD)

· Termination of pregnancy

For data from local authorities some special category/sensitive data is included, and the inclusion is covered by the legal basis for sharing. 

All free text data fields are omitted from data collection

No. of records/individuals affected

2.6 million individuals across Cheshire and Merseyside.



		Describe the context of the processing: what is the nature of your relationship with the individuals? How much control will they have? Would they expect you to use their data in this way? Do they include children or other vulnerable groups? Are there prior concerns over this type of processing or security flaws? Is it novel in any way? What is the current state of technology in this area? Are there any current issues of public concern that you should factor in? Are you signed up to any approved code of conduct or certification scheme (once any have been approved)?







Flowing data for the purposes of Population health management is part of the national data and digital strategy and reflected in C&M Data and Digital Strategy.  There is a national Population Health Management programme and each ICB is required to deliver a population health solution by April 2023.  

Those who do not wish to share their data for purposes other than direct care are excluded from the data for secondary uses. The table below explains the different exclusions, codes and how they are applied within the CIPHA solution. This is aligned to the national opt out programme. 

[image: Diagram
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Organisations in the CIPHA workstream that inform patients about their rights to opt-out are expected to also provide the public with relevant transparency and privacy notices to ensure the public is adequately informed of how health and social care organisations use their data, particularly data concerning children and vulnerable groups.

Graphnet Lists its privacy notice on its website here Graphnet Health Ltd - Privacy

The Privacy Notice for the CIPHA Programme can be found here 

Members of the public from relevant groups are represented in the governance of the workstream and specifically in the Data Access and Data Asset Group where decisions in respect of how data is used.

Current State of Technology

The technology is deployed in other large scale regional deployments 

Graphnet comply with all relevant standards including ISO27001:2013 certified. 

Arden and GEM also comply with all relevant standards



		Describe the purposes of the processing: what do you want to achieve? What is the intended effect on individuals? What are the benefits of the processing – for you, and more broadly? 







The purpose of the processing can be described in four main areas:-

Purpose 1: Epidemiology Reporting: Understanding health needs of populations, wider determinants of health and inequality for the improvement of outcomes: The data would be used to create intelligence, with the aim of understanding and improving physical and mental health outcomes, promote wellbeing and reducing health inequalities across an entire population.  Specific types of analysis that may be undertaken include: Health needs analysis understanding population’s health outcomes and deficits; Demographic forecasting, disease prevalence and relationships to wider determinants of health; Geographic analysis and mapping, socio-demographic analysis and insight into inequalities.

Purpose 2: Predicting outcomes and population stratification of vulnerable populations: The data will be used to predict the risk of outcomes for individuals in order that services can be targeted proactively to those most vulnerable. Data will be re-identified for direct care only. 

Purpose 3: For planning current services and understanding future service provision: The data would be used to create intelligence on service provision to understand current service capacity and demand and forecasting future service demand to ensure enough provision is available for populations in need. This may include forecasting disease and prevalence and understanding how it impacts on service provision. 

Purpose 4: For evaluation and understanding causality: The data would be used to evaluate causality between determinants of health and outcomes. Also, used to understand effectiveness of certain models of care across the health and care system.



[bookmark: _Toc205192777]Step 3: Consultation process



		Consider how to consult with relevant stakeholders: describe when and how you will seek individuals’ views – or justify why it’s not appropriate to do so. Who else do you need to involve within your organisation? Do you need to ask your processors to assist? Do you plan to consult information security experts, or any other experts?







Workstream Governance

The workstream has a robust governance structure to cover its programme of work. Various information governance and strategic groups are in place, and seek input and guidance at every level to ensure on-boarded organisations are able to co-design and offer assurance around the workstream outputs/reports.  These groups include representation from across all health and care providers and commissioners.  

The group that provides the gatekeeper role for information governance is the Data Asset and Data Access Group (DAAG).  This group draws its membership from: the regional Clinical Informatics Advisory Group (CIAG) /Interim Data Advisory Group (IDAG) ; GP and Local Medical Committees; patient representation; clinical and other Information Governance specialists; Local Authority and the regional Data Services for Commissioners Regional Offices (DSCRO) service.



information governance expertise across health and care providers, and patient representation.  The group has a remit to ensure that requests to use the stored data for reporting maintain the integrity and purpose of the specific Data Sharing Agreement. The group will ensure the appropriateness of the role-based access control (RBAC) framework in terms of individuals and groups with access to the shared record.



Public Engagement

The workstream has utilised existing public engagement groups that work with established public involvement groups in the region, and through that work the public are represented in relevant governance.



Wider Consultation

Consultation is made with all members of the following:

- C&M IG SIGN Group

- C&M ICS Digital and Data Information Governance Strategy Committee



Cyber Security

The CIPHA workstream aligns with the Share2Care/ShCR dedicated Cyber Lead, who takes a key role in the design, delivery and evolution of the regional cyber security strategy across the workstream footprint.  

The HCP footprint has individual cyber assurance leads, and each organisation has a cyber assurance lead and completes the Data Security and Protection Toolkit at regular intervals.

[bookmark: _Hlk157782347]Cheshire & Merseyside ICB will be responsible for the physical security, the environmental condition, and the regular penetration testing for the Graphnet CareCentric/System C platform.

Cheshire & Merseyside ICB is responsible for any data in rest (e.g., data visible within Graphnet by the user), and together with the workstream governance ensures that appropriate Role Based Access Control (RBAC) is applied to the system.



Processors and Controllers Responsibilities to the Public

In the event that personal information which has been shared under the DPIA is compromised or possibly compromised, the agency making the discovery will without delay:

· Inform the organisation (Data Controller(s)) providing the details of the incident

· Take steps to investigate the cause

· Report and investigate as an incident

· If appropriate, take disciplinary action against the person(s) responsible

· Take appropriate steps to avoid a repetition. 



On being notified that an individual’s personal information has or may have been compromised, the original provider (Data Controller(s)) will assess the potential implications for the individual whose information has been compromised will:

· Notify the individual concerned

· Advise the individual of their rights

· Provide the individual with appropriate support.

· Undertake a risk assessment and consider notifying the Information Commissioner's Office in line with expected procedure



Data Processors

Where data processors are to be used, a legally binding contract (Information Processing Agreement) must be in place which includes the necessary contractual elements required under the UK GDPR.  An assessment of the data processor’s ability to comply with its terms should also be conducted (due diligence).



Data Controller Instruction

Processor is to act only on instruction of the Data Controller.



Incident Management

Incident management is included and the requirement to immediately report.



FOI and EIR Requests

FOI and EIR requests should be undertaken with the Partner Organisation that holds the data.



[bookmark: _Toc205192778][bookmark: _Hlk50373098]Step 4: Assess necessity and proportionality



		[bookmark: _Hlk50372993]Describe compliance and proportionality measures, in particular: what is your lawful basis for processing? Does the processing actually achieve your purpose? Is there another way to achieve the same outcome? How will you prevent function creep? How will you ensure data quality and data minimisation? What information will you give individuals? How will you help to support their rights? What measures do you take to ensure processors comply? How do you safeguard any international transfers?







Any deviations in project scope that result from:

· A change in data processing responsibilities

· A change in storage, transmission, and/or persistence of data

· A change from read-only to write-back 

· A change in data details from the Tier Two documentation

· A change in system architecture

will prompt a review of this DPIA in advance of the set review date, to ensure that data processing remains lawful.

Processors compliance to this DPIA and their data sharing obligations will be monitored by the workstream through DSPT assessment results, and those who that have failed to meet standards (without a plan in place) will be highlighted and escalated to the relevant workstream and HCP Boards for decision.



Training

All partner organisations to this Data Sharing Agreement must ensure that relevant confidentiality and data protection training is made available to staff, and compliance to this will be ensured during the on-boarding of organisations.

On-boarding organisations to the workstream must ensure staff:

· Attend mandatory training** in Information Governance at regular intervals

· Are assigned appropriate role-based access to information within the dashboard

· Have had their details removed from accessing the record in the event of leaving the organisation, or suspected misuse

**The training and information provided to ensure staff compliance with this DPIA include:

· Common Law Duty of Confidentiality

· Human Rights Act 1998

· UK General Data Protection Regulation

· Mental Capacity Act 2005. 



All staff should be made aware that disclosure of information (whether inadvertently or intentionally) which cannot be justified under this DPIA could make them liable to disciplinary action.

There are no international transfers.



Data Protection Review

A review of the Principles relating to the processing of personal data under the UK GDPR should be undertaken to ensure projects take account of these and employ a ‘privacy by design’ approach.



[bookmark: _Toc453139100]Data Protection Review

A review of the Principles relating to the processing of personal data under the UK GDPR should be undertaken to ensure projects take account of these and employ a ‘privacy by design’ approach.

		Principle

		Compliance



		Lawfulness, fairness and transparency

		Lawful Basis

		UK General Data Protection Regulations (GDPR):



6(1)(e) Necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller



9(2)(h) Necessary for the reasons of preventative or occupational medicine, for assessing the working capacity of the employee, medical diagnosis, the provision of health or social care or treatment or management of health or social care systems and services on the basis of Union or Member State law or a contract with a health professional  



9(2)(i) Necessary for the reason of public interest in the area of public health, such as protecting against serious cross border threats to health or ensuring high standards of healthcare and of medicinal products or medical devices



The Health and Social Care (Safety and Quality) Act 2015 inserted a legal Duty to Share Information in Part 9 of the Health and Social Care Act 2012 (health and adult social care services: information)

Official authority:



		GP Practices

		NHS England’s powers to commission health services under the NHS Act 2006. 

Also, Article 6 (1) c for GPs when subject to statutory regulation 



		NHS Trusts

		National Health Service and Community Care Act 1990



		NHS Foundation Trusts

		Health and Social Care (Community Health and Standards) Act 2003



		Local Authorities

		Local Government Act 1974 

Localism Act 2011 

Children Act 1989

Children Act 2004 Care Act 2014









		

		Fairness

		Individuals can exercise the following rights with respect to their data, where applicable, by contacting the source organisation of their data:

· Right of access

· Right to rectification

· Right to erasure

· Right to restrict processing

· Right to data portability

· Right to object

· Rights related to automated decision making

· Rights related to including profiling



For Population Health the Common Law Duty of Confidentiality requires that there should be no use or disclosure of any confidential patient information for any purpose other than the direct clinical care of the patient to whom it relates, unless:

•The patient explicitly consents to the use or disclosure;

•The disclosure is required by law;

•The disclosure is permitted under a statutory process that sets aside the duty of confidentiality.



The Common Law Duty of Confidentiality is set aside where the data being processed is suitably pseudonymised or is aggregate data. Under this Data Sharing Agreement the Common Law Duty of Confidentiality does not apply, as the data is pseudonymised, and presented as aggregate data.



Processing data for the indirect care part of Risk Stratification is covered by the CAG 7-04 (a)/2013 Section 251. Risk Stratification Assurance Statements have been provided to NHS England for the Data Processors listed in this agreement have been placed on the approved list to process data for C&M ICB NHS England » Risk Stratification



For direct patient care the Common Law Duty of Confidentiality is addressed by implied consent. “Section 251B [of the Health and Social Care Act 2012 (as amended by the Health and Social Care (Safety and Quality) Act 2015)] and implied consent under CLDC will together provide the lawful basis to share in most cases of direct care. In these cases, and any cases of direct care based on explicit consent, the national data opt-out will not apply.” https://digital.nhs.uk/services/national-data-opt-out/operational-policy-guidance-document/appendix-2-definitions







		

		Transparency

		The responsibility for transparency lies firmly with the controllers who are the partner organisations within the CIPHA workstream.



		Right to object

and

Data Opt Out

		[bookmark: _Hlk102749516]The right to object under S21 of the General Data Protection Regulation 2016, as enacted, is relevant.  Patients and service users have a right to object to their medical information being used for purposes other than direct care.



National Data Opt-out: Patients can stop their confidential patient data being used for research and planning'  The patient’s choice will be applied by NHS Digital, and all other health and care organisations.  Further details are available at: https://www.nhs.uk/your-nhs-data-matters/



Type 1 Opt-out: GPs will not share patient data outside of the GP Practice for purposes except for individual care.



All registered National Data Opt-outs and Type 1 Opt-outs will be respected.  This means that data for people who have objected to sharing their data will not flow from the GP record into the Graphnet solution.





		Purpose limitation

		Purpose 1: Epidemiology Reporting: Understanding health needs of populations, wider determinants of health and inequality for the improvement of outcomes: 

Purpose 2: Predicting outcomes and population stratification of vulnerable populations

Purpose 3: For planning current services and understanding future service provision

Purpose 4: For evaluation and understanding causality and the effectiveness of interventions at improvement in patient outcomes 



		Research

		The Population Health Data Sharing Agreement does not allow use of the data for research. Uses of the data for research are governed by a separate Tier Two DSA.





		Data minimisation

		Sensitive data excluded from retrieval follows the recommendations made by The Royal College of General Practitioners (RCGP) ethics committee and the Joint GP IT Committee:

· Gender reassignment.

· Assisted conception and in vitro fertilisation (IVF)

· Sexually transmitted diseases (STD)

· Termination of pregnancy



For data from local authorities some special category/sensitive data is included, and the inclusion is covered by the legal basis for sharing. 

All free text data fields are omitted from data collection.



Any data presentation in aggregate form that does not have a legal basis to go to patient level, is minimised against NHS Standards with values < 5





		Accuracy

		Incident management process related to incorrect documentation is in place with CIPHA workstream and with the contracted IT support organisation – Mid Mersey DA. Where a document is discovered that is incorrect, the Trust identifying the document will log within local incident management systems, notify IT, and IT will notify the 3rd Line support of Graphnet.





		[bookmark: _Hlk50373174]Storage limitation

		The data will be stored in line with the NHS Records Management Code of Practice 2021.





		Integrity and confidentiality

		Access levels to information available through Graphnet will be based upon the role held by the provider of health and care.  Information will be shared which is necessary, relevant and proportionate to the role the individual fulfils.

Role Based Access Control (RBAC) is in place.










[bookmark: _Toc46758058][bookmark: _Toc205192779]Step 5: Identify and assess risks

CIPHA Risk Log - the risk score uses the following matrix:

[image: cid:image004.jpg@01D68D19.048719F0]

		No.

		Effect

		Description



		1

		No adverse effect

		There is absolute certainty that no adverse effect can arise from the breach



		2

		Potentially some minor adverse effect or any incident involving vulnerable groups even if no adverse effect occurred

		A minor adverse effect must be selected where there is no absolute certainty. A minor adverse effect may be the cancellation of a procedure but does not involve any additional suffering. It may also include possible inconvenience to those who need the data to do their job.



		3

		Potentially some adverse effect

		An adverse effect may be release of confidential information into the public domain leading to embarrassment or it prevents someone from doing their job such as a cancelled procedure that has the potential of prolonging suffering but does not lead to a decline in health.



		4

		Potentially Pain and suffering/ financial loss

		There has been reported suffering and decline in health arising from the breach or there has been some financial detriment occurred. Loss of bank details leading to loss of funds. There is a loss of employment.



		5

		Death/ catastrophic event.

		A person dies or suffers a catastrophic occurrence








		Risk Number

		Describe source of risk and nature of potential impact on individuals.

		Likelihood

		Impact

		Overall Risk Score



		1.

		That data is not adequate to link records appropriately or sufficiently well coded for accuracy the consequence being that the findings drawn from the analytics are thus diluted. 

		Not likely

		Serious

		8



		2.

		Failure to keep clients informed over how their data will be used could lead to a breach of GDPR Article 13 and 14 of the GDPR.  

Privacy Notices associated with the Population Health Data Sharing Agreement, which could include elements and processes which do not comply with the provisions under the Data Protection Act.

		Likely

		Serious

		12



		3.

		Failure to have processes in place to facilitate the following data protection rights requests could result in a breach Article 15, Article 16, Article 18, and Article 21

· Right of Access

· Right to Rectification

· Right to Restrict Processing 

· Right to Object

		Likely

		Serious

		12



		4.

		Failure to ensure that the supplier is compliant with Government and National Cyber Security Standards for cloud based computing could lead to a breach of our security obligations under Article 32 of the GDPR.

		Likely

		Serious

		12



		5.

		Failure to define the process in which direct care providers outside of an LA area can access the records of patients outside of their area could result in data being accessed inappropriately leading to a Data Protection Act Section 170 offence.

		Likely

		Catastrophic

		15



		6.

		Failure to have security processes in place to stop partners, with access to patient identifiable data, from accessing the portal from their own personal devices, this could result in a breach of each partner’s security obligations under Article 32 of the GDPR.

		Likely

		Catastrophic

		15



		7.

		Failure to have a process in place to audit access to patient identifiable data processes could result in a breach of our security obligations under Article 32.



		Likely

		Serious

		12



		8.

		Failure to ensure adequate controls are in place to ensure that de-identified data can’t be re-identified could result in disclosure of personal information leading to a data breach and could lead to a breach of our security obligations in relation to anonymisation / pseudonymisation processes under Article 32.



		Not likely

		Catastrophic

		10



		9.

		Failure to have a process in place to verify, audit and test the merging of data from multiple data sources to ensure that data is matched correctly to ensure that a data breach does not occur.



		Not likely

		Catastrophic

		10



		10.

		Failure to provide / develop a process / technical solution to facilitate clients opting out of their data being shared could lead to a breach of the Common Law Duty of Confidentiality, Data Protection Act and Human Rights Act.



		Likely

		Catastrophic

		15



		11.

		Failure to ensure that a process is in place to remove a client’s data when the partner has closed the record on their systems could result in data being retained inappropriately.



		Likely

		Catastrophic

		15



		12.

		Failure to ensure that the appropriate international transfer safeguards are in place should the note data be stored on servers outside of the UK could result in a breach of Article 44-56.



		Not likely

		Catastrophic

		10



		13.

		Failure to define the retention of closed records data on the system could result be held on the portal inappropriately.



		Likely

		Catastrophic

		15





[bookmark: _Toc46758059]


[bookmark: _Toc205192780]Step 6: Identify measures to reduce risk



		Risk Number

		Risk Summary

		Options to reduce or eliminate risk

		Residual Risk: Low Medium, High

		Effect on Risk: Eliminated, Reduced, Accepted

		Measure Accepted: Yes/No



		1.

		That data is not adequate to link records appropriately or sufficiently well coded for accuracy the consequence being that the findings drawn from the analytics are thus diluted. 

		To use operational flows where possible which reflect actual activity and both in the testing and regular feedback that data quality is given due attention and resource to resolve issues that arise. 

Routine data quality reports will be available e.g. “orphan” activity records by provider that will be applied to business-as-usual governance.

		Low

		Reduced

		Y



		2.

		Failure to keep clients informed over how their data will be used could lead to a breach of GDPR Article 13 and 14 of the GDPR.  

Privacy Notices associated with the Population Health Data Sharing Agreement, which could include elements and processes which do not comply with the provisions under the Data Protection Act.

		Each Provider Privacy Notice will meet the terms of the Tier Two Data Sharing Agreement, governed by the GDPR and DPA.



It is at the discretion of each partner organisation in the Data Sharing Agreement to add to their Privacy Notice accordingly.



The management of the four levels of data - patient identifiable; pseudonymised; pseudonymised and non-reidentifiable; and anonymised/aggregate – are set out in the Tier Two Data Sharing Agreement.

The fair processing required for a solution of this type is the privacy notice. Each organisations web site should be updated to inform data subjects that the CIPHA workstream is in place and the legal basis that is being used to share data.

		Low

		Reduced

		Yes



		3.

		Failure to have processes in place to facilitate the following data protection rights requests could result in a breach Article 15, Article 16, Article 18, and Article 21

· Right of Access

· Right to Rectification

· Right to Restrict Processing 

Right to Object

		Each Data Controller is accountable under GDPR, and will have their own measures in place to meet the eight Rights of Data Subjects.



If a Data Subject of any partner organisation wishes to exercise or challenge one of their Rights, they would do that with their provider organisation(s) through the partner organisation’s internal processes.



Each Data Controller will remain responsible and accountable under GDPR for their clients.



The host of the platform – C&M ICB – have in place their data processing and cyber policies and procedures to maintain the rights of the data subjects.

		Low

		Reduced

		Yes



		4.

		Failure to ensure that the supplier is compliant with Government and National Cyber Security Standards for cloud based computing could lead to a breach of our security obligations under Article 32 of the GDPR

		Data will be stored on ‘Azure cloud’, which is compliant with Information Governance standards and is safe and secure.  Azure is assessed to ISO 27001, ISO 27017, ISO 27018, and many other internationally recognized standards. The scope and proof of certification and assessment reports are published on the Azure Trust Centre section for ISO certification here: https://www.microsoft.com/en-us/trustcenter/compliance/iso-iec27001. The ISO 27001 assessment was performed by the BSI.  

SystemC and Graphnet Health Ltd comply with the 13 infrastructure as a service (IaaS) principles and are accredited as such e.g. Cyber essentials.



Details are available on request contained within the “CareCentric population health cloud assurance” document.

		Low

		Reduced

			Yes



		5.

		Failure to define the process in which direct care providers outside of an LA area can access the records of patients outside of their area could result in data being accessed inappropriately leading to a Data Protection Act Section 170 offence

		The following processes are in place

· The supplier defines rigorous role-based access (RBAC) protocols to ensure access to data is limited to those authorised and maintains a register of RBAC

· The supplier maintains an audit trail of access to data sources

· The workstream controls access to data assets through a ‘Data Asset and Access Group’ to ensure only legitimate access is granted to individual projects (use-cases).  This is linked to the RBAC process.

		Low

		Reduced

		Yes



		6.

		Failure to have security processes in place to stop partners, with access to patient identifiable data, from accessing the portal from their own personal devices, this could result in a breach of each partner’s security obligations under Article 32 of the GDPR

		The following mitigating processes are in place

· Personal identifiable data can only be made available (re-identified) using the existing and approved ‘pseudo at source’ mechanism through the Data Services for Commissioners Regional Offices (DSCRO).  This mechanism is obligated through the contract with the supplier

· Through the RBAC processes and prior to approval to access any data those regional intelligence teams that can legitimately re-identify data using pseudo at source will be obliged to evidence their own procedures to ensure that personal identifiable information will not be accessible through personal devices

· Access to the data storage service is based on best practice of whitelisting specific IP address ranges, this will reduce the risk of access via personal devices

· When the service is accessed all actions are recorded within the audit trail

· Access to local networks, be this direct or via virtual private network (VPN) will be subject to the acceptable usage policy of the organisation that the person making access works for. Each individual will be subject to the policies and procedures outlined by their employer

		Low

		Reduced

		Yes



		7.

		Failure to have a process in place to audit access to patient identifiable data processes could result in a breach of our security obligations under Article 32.

		The following mitigations are in place;

· The Azure SQL environment logs all SQL queries which take place against the data marts to provide an audit trial of what identifiable data has been accessed and by whom

· Requests for re-identification of cohorts through the Web Client application are recorded separately and will be provided on a regular basis to the CIPHA board

· Access to the data will be subject to approval from the data controllers. The existing change control process would approve access and grant permissions 

· All activity reports are available as outlined above and would be provided to assist audit. Audit process and timeframes will be specific to each organisation



The workstream controls access to data assets through a ‘Data Asset and Access Group’ to ensure only legitimate access is granted to individual projects (use-cases).

		Low

		Reduced

		Yes



		8.

		Failure to ensure adequate controls are in place to ensure that de-identified data can’t be re-identified could result in disclosure of personal information leading to a data breach and could lead to a breach of our security obligations in relation to anonymisation / pseudonymisation processes under Article 32

		Direct Care data marts hold the full PID along with field level configuration for both anonymisation and sensitive clinical coding reference data. Stored procedures query tables using filed level configuration to anonymise data at the point of extract. SSIS package cross references data with sensitive clinical coding to further remove restricted data. Fully anonymised data is written to the research data mart in the same format as the direct care source. Key masking uses a customer specific SALT value + SHA2_256 hashing.

Security

· Separate cloud security helpdesk with one request per user

· IP addresses must be whitelisted for access to data marts

· Azure AD named user access must be used 

· Data access can be controlled by mirroring CareCentric RBAC configuration

· Full SQL row level security

· Unique RBAC groups can be implemented within analytics solution if required



Anonymisation

· Source is the Direct Care mart holding all data

· Data is copied to the Anonymised mart

· Sensitive Clinical Codes stripped out in flight

· Field level configuration for anonymisation

· No change

· Blank

· Truncate

· Mask Dates

· Key fields undergo one way encryption, maintaining referential integrity



Pseudonymisation

· Source is the Direct Care mart holding all data

· Data is copied to the Pseudonymised mart

· Opted Out patients and Sensitive Clinical Codes stripped out in flight

· Field level configuration for Pseudonymisation

· No change

· Blank

· Truncate

· Mask Dates

· Tokenised IDs Can be re identified

· National DE ID / RE ID or encrypted local values

· Secured data table which stores mapping

· User interface to reidentify

· Key fields undergo two-way encryption, maintaining referential integrity



A white box penetration test has been completed with a Black box full test scheduled for 2020.

		Low

		Reduced

		Yes



		9.

		Failure to have a process in place to verify, audit and test the merging of data from multiple data sources to ensure that data is matched correctly to ensure that a data breach does not occur

		Graphnet merges data into its longitudinal patient record based on the patient NHS Number, name and date of birth. 

Where the NHS number is a verified number we would match on this. If this is not the case we use the three items described above.

Reports are available that outline the match success and Graphnet have performed audits for clients to ensure data integrity. The tools available to client are designed to support the ongoing data quality process which is the responsibility of each data controller.

		Low

		Reduced

		Yes



		10.

		Failure to provide / develop a process / technical solution to facilitate clients opting out of their data being shared could lead to a breach of the Common Law Duty of Confidentiality, Data Protection Act and Human Rights Act

		Type 1 opts out (those who do not want their information shared outside of General Practice for purposes other than direct care) will be upheld. This means that data for people who have objected to sharing their data will not flow from the GP record into the Graphnet solution. 

Once the national solution for opt out is live with NHSD, these patients will automatically be removed from the datamart. 

This removal includes all data sources. The ability to opt out for direct patient care would only be instigated subject to a successful application by the data subject under Article 21 of GDPR.

		Low

		Eliminated

		Yes



		11.

		Failure to ensure that a process is in place to remove a client’s data when the partner has closed the record on their systems could result in data being retained inappropriately

		The NHS Records Management Code of Practice 2021 sets out what people working with or in NHS organisations in England need to do to manage records correctly. It's based on current legal requirements and professional best practice. 

All organisations that contribute to the solution will be governed by the above.

Each organisation will have its own records management policy and define both the duration of retentions and removal policy.

The data processor will hold data in line with the contract terms. All data will be returned and purged at contract end, or as set out in the contractual terms.

		Low

		Reduced

		Yes



		12.

		Failure to ensure that the appropriate international transfer safeguards are in place should the note data be stored on servers outside of the UK could result in a breach of Article 44-56

		The supplier, Graphnet Health, are a UK based company.  All data is stored in the UK and there is no server storage outside of the UK.

All information can be found in the CareCentric population health cloud assurance document.

		Low

		Eliminated

		Yes



		13.

		Failure to define the retention of closed records data on the system could result be held on the portal inappropriately

		The NHS Records Management Code of Practice 2021 sets out what people working with or in NHS organisations in England need to do to manage records correctly. It's based on current legal requirements and professional best practice.

Each organisation that contributes to the solution will have a record retention policy. The elements of the record, when combined, creates a holistic view of a care recipient’s journey. As a result this new record would be retained for the duration of the longest term for which the record is retained within the social care community, If the contract is continued beyond March 2021c then the retention period for the combined record will be subject to an agreement from the social care providers.

		Low

		Reduced

		Yes












[bookmark: _Toc99543570][bookmark: _Toc205192781]Step 7: Sign off and record outcomes



		Item 

		Name

		Notes



		Measures approved by:

		Andrea Astbury

DIA Programme Director

		Helen Duckworth has reviewed the risks 



		Residual risks approved by:

		John Llewellyn

Chief Digital Information Officer

		Jim Huges has reviewed the mitigations



		DPO advice provided:

		Suzanne Crutchley

Data Protection Officer

		Suzane Crutchley is the DPO for NHS C&M ICB



		Comments:

This work for the DiA CIPHA Population Health meets the requirements for UK GDPR, and so the data processing can proceed.



		DPO advice accepted or overruled by:

		Accepted

		If overruled, you must explain your reasons



		Comments:

This DPIA is part of the Data into Action (DiA) - Combined Intelligence for Population Health Action (CIPHA): Data Sharing Agreement (Tier Two)



		This DPIA will be kept under review by:

		DiA Programme Office, with the ICB DPO

		The DPO should also review ongoing compliance with DPIA







		SIRO: signed for and on behalf of:

		Cheshire & Merseyside ICB





		Signature:



		[image: ]



		Date:



		04.08.25



		Your name:



		Professor Rowan Pritchard Jones 



		Your Job Title / Role:



		Executive Medical Director Cheshire & Merseyside Integrated Care System





		Your email address:



		RowanPJ@cheshireandmerseyside.nhs.uk









Please return to: infogov.cmicb@miaa.nhs.uk
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		DATA PROCESSING AGREEMENT



		between



		(1) Host organisation: St Helens and Knowsley Teaching Hospitals NHS Trust, for all the organisations listed in the:



Cheshire and Merseyside Health and Care Partnership

Integrated Care Systems (ICS)

Memorandum of Understanding (Tier Zero)



(the Controllers are the Cheshire and Merseyside GP Practices; Local Authorities; and NHS Providers, as listed in Tier Zero)





		and



		(2)	Graphnet Health Solutions (UK) Ltd
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THIS AGREEMENT (the “Agreement”) is made on 	xx/xx/xx (“Effective Date”).

BETWEEN:

(1)	Controllers listed in Memorandum of Understanding (Tier Zero)

(i.e. the Cheshire and Merseyside GP Practices; Local Authorities; and NHS Providers, who together are Joint Controllers)

             (the “Controller”); and



(2)	Graphnet Health Solutions (UK) Ltd Registered Address: Marlborough Court, Sunrise Parkway, Linford Wood, Milton Keynes, Buckinghamshire, MK14 6DY (Registered in England: 02933905) (“Processor” or “Graphnet”).

BACKGROUND

(A)	The Controller has appointed Graphnet to perform the processing of the Personal Data.

(B)	The Controller shall provide instructions with regard to the processing of Personal Data to Graphnet in an Annex as set out at the end of this Agreement; it is recognised that the Controller may require Graphnet to process Personal Data in relation to different projects, and an Annex shall be provided in relation to each such project.  

(C)	In performing the Services, Graphnet is required to process certain Personal Data (as defined below). The Controller has agreed to provide such Personal Data to Graphnet for processing only in accordance with the terms of this Agreement from the Effective Date.

(D)	In consideration of the Controller engaging the services of Graphnet to process Personal Data, Graphnet shall comply with the security, confidentiality and other obligations imposed on it under this Agreement.



IT IS AGREED as follows:

[bookmark: _Toc28079134][bookmark: _Toc102751413]DEFINITIONS AND INTERPRETATION

The following definitions shall apply in this Agreement:

Agreement shall mean this Data Processing Agreement entered into as of the Effective Date;

Controller shall take the meaning given in the Data Protection Legislation;

Data Guidance means any applicable guidance, guidelines, direction or determination, framework, code of practice, standard or requirement regarding information governance, confidentiality, privacy or compliance with the Data Protection Legislation (whether specifically mentioned in this Agreement or not) to the extent published and publicly available or their existence or contents have been notified to Graphnet by the Controller and/or any relevant Regulatory or Supervisory Body.  This includes but is not limited to guidance issued by NHS Digital, the National Data Guardian for Health & Care, the Department of Health, NHS England, the Health Research Authority, Public Health England, the European Data Protection Board and the Information Commissioner; 

Data Loss Event means any event that results, or may result, in unauthorised processing of Personal Data held by the Controller under this Agreement or Personal Data that the Controller has responsibility for under this Agreement including without limitation actual or potential loss, destruction, corruption or inaccessibility of Personal Data, including any Personal Data Breach;

Data Processing Services means the data processing services described in the Annex to this Agreement;

Data Protection Impact Assessment means an assessment by the Controller of the impact of the envisaged processing on the protection of Personal Data;

[bookmark: _Hlk65691975]Data Protection Legislation means (i) the DPA 2018 (ii) the GDPR as amended and brought into UK law by the DPA 2018 and the Data Protection, Privacy and Electronic Communications (EC Directive), (EU Exit) Regulations 2019 and subsequent regulation, (iii) the LED and any applicable national Laws implementing them as amended from time to time, and (iv) all applicable Law concerning privacy, confidentiality or the processing of personal data including but not limited to the Human Rights Act 1998, the Health and Social Care (Safety and Quality) Act 2015, and the common law duty of confidentiality; 

Data Protection Officer shall take the meaning given in the Data Protection Legislation;

Data Subject shall take the meaning given in the Data Protection Legislation;

Data Subject Access Request means a request made by, or on behalf of, a Data Subject in accordance with rights granted pursuant to the Data Protection Legislation to access their Personal Data;

DPA 2018 means Data Protection Act 2018;

EEA means the European Economic Area; 

European Data Protection Board has the meaning given to it in the Data Protection Legislation;

[bookmark: _Hlk65692002]GDPR means the General Data Protection Regulation (Regulation (EU) 2016/679);

UK GDPR means the UK General Data Protection Regulation;

Information Commissioner means the independent authority established to uphold information rights in the public interest, promoting openness by public bodies and data privacy for individuals ico.org.uk and any other relevant data protection or supervisory authority recognised pursuant to the Data Protection Legislation;

Law means any law or subordinate legislation within the meaning of Section 21(1) of the Interpretation Act 1978, bye-law, enforceable right within the meaning of Section 2 of the European Communities Act 1972, regulation, order, regulatory policy, mandatory guidance or code of practice, judgment of a relevant court of law, or directives or requirements with which Graphnet is bound to comply;

LED means the Law Enforcement Directive (Directive (EU) 2016/680);

LTPS means the NHS Liabilities to Third Parties Scheme as amended or superseded from time to time, which comes under NHS Resolution, which is an arm’s length body of the Department of Health and Social Care;

Personal Data shall take the meaning given in the Data Protection Legislation;

Personal Data Breach shall take the meaning given in the Data Protection Legislation;

Processor shall take the meaning given in the Data Protection Legislation;

Processing and cognate terms shall have the meaning given in the Data Protection Legislation;

Protective Measures means appropriate technical and organisational measures which may include: pseudonymising and encrypting Personal Data; ensuring confidentiality, integrity, availability and resilience of systems and services; ensuring that availability of and access to Personal Data can be restored in a timely manner after an incident; and regularly assessing and evaluating the effectiveness of the such measures;

Regulatory or Supervisory Body means any statutory or other body having authority to issue guidance, standards or recommendations with which Graphnet and/or Graphnet personnel must comply or to which it or they must have regard, including:

(i) NHS Digital;

(ii) NHS Improvement;

(iii) NHS England;

(iv) the Department of Health; 

(v) CQC;

(vi) UK Health Security Agency and Office for Health Improvement and Disparities (formerly Public Health England); 

(vii) the General Medical Council;

(viii) Information Commissioner;

Services means the data processing activities carried out by Graphnet as outlined further in the Annex;

Sub-processor means any third party appointed to process Personal Data on behalf of Graphnet related to this Agreement;

Graphnet Personnel means any and all persons employed or engaged from time to time in the provision of the Services and/or the processing of Personal Data whether employees, workers, consultants or agents of Graphnet or any subcontractor or agent of Graphnet.

Working Day means a day other than a Saturday, Sunday or bank holiday in England

reference to any legislative provision shall be deemed to include any statutory instrument, bye law, regulation, rule, subordinate or delegated legislation or order and any rules and regulations which are made under it, and any subsequent re- enactment, amendment or replacement of the same;

the Annex forms part of this Agreement and shall have effect as if set out in full in the body of this Agreement.  Any reference to this Agreement includes the Annex; and 

references to clauses and Annexes, are to clauses and Annexes to this Agreement.

[bookmark: _Toc28079135][bookmark: _Toc102751414]SCOPE OF THIS AGREEMENT

In consideration of Graphnet agreeing to provide the Services to the Controller and the Controller agreeing to provide Personal Data to Graphnet, the parties have agreed that from the Effective Date, the terms of this Agreement will apply to and govern all processing of Personal Data by Graphnet.

Graphnet and the Controller shall both comply with all applicable Data Protection Legislation for the duration of this Agreement and nothing in this Agreement shall relieve either party of these obligations.

[bookmark: _Toc28079136][bookmark: _Toc102751415]PROCESSING OF PERSONAL DATA

[bookmark: _Hlk97709911]The Parties acknowledge that for the purposes of the Data Protection Legislation and the delivery of the Data Processing Services, the Cheshire and Merseyside GP Practices; Local Authorities; and NHS Providers are the Controllers and Graphnet is the Processor. 

The Controller retains control of the Personal Data and remains responsible for its compliance obligations under the applicable Data Protection Legislation, including providing any required notices and obtaining any required consents, and for the processing instructions it gives to Graphnet. 

Graphnet shall notify the Controller immediately if it considers that any of the Controller instructions infringe the Data Protection Legislation.

DATA PROTECTION IMPACT ASSESSMENTS

Graphnet shall provide all reasonable assistance to the Controller in the preparation of any Data Protection Impact Assessment prior to commencing any Processing. Such assistance may include:

a systematic description of the envisaged Processing operations and the purpose of the Processing;

an assessment of the necessity and proportionality of the Processing operations in relation to the Data Processing Services;

an assessment of the risks to the rights and freedoms of natural persons; and

the measures envisaged to address the risks, including safeguards, security measures and mechanisms to ensure the protection of Personal Data.

Graphnet shall provide all reasonable assistance to the Controller if the outcome of the Data Protection Impact Assessment leads the Controller to consult the Information Commissioner. 

PROTECTIVE MEASURES

Graphnet shall, in relation to any Personal Data processed in connection with its obligations under this Agreement:

Process that Personal Data only in accordance with the instructions set out in the Annex unless Graphnet is required to do otherwise by Law.  If it is so required Graphnet shall promptly notify the Controller before processing the Personal Data unless prohibited by Law.

ensure that it has in place Protective Measures, which have been reviewed and approved by the Controller as appropriate to protect against a Data Loss Event having taken account of the:

nature of the data to be protected;

harm that might result from a Data Loss Event;

state of technological development; and

cost of implementing any measures.

ensure that: 

Graphnet personnel do not process the Personal Data except in accordance with this Agreement (and in particular the Annex)

it takes all reasonable steps to ensure the reliability and integrity of any Graphnet personnel who have access to the Personal Data and ensure that they:

are aware of and comply with the Processor duties under this clause;

are subject to appropriate confidentiality undertakings with Graphnet or any Sub-processor that are in writing and are legally enforceable;

are informed of the confidential nature of the Personal Data and do not publish, disclose or divulge any of the Personal Data to any third party unless directed in advance and in writing to do so by the Controller or as otherwise permitted by this Agreement.

have undergone adequate training in the use, care, protection and handling of Personal Data that enables them and Graphnet to comply with their responsibilities under the Data Protection Legislation and this Agreement.  Graphnet shall provide the Controller with evidence of completion and maintenance of that training within three (3) Working Days of request by the Controller.

not transfer Personal Data outside of the EEA or the United Kingdom unless the prior written consent of the Controller has been obtained and the following conditions are fulfilled:

The Controller or Graphnet has provided appropriate safeguards in relation to the transfer as determined by the Controller;

the Data Subject has enforceable rights and effective legal remedies;

Graphnet complies with its obligations under the Data Protection Legislation by providing an adequate level of protection to any Personal Data that is transferred (or, if it is not so bound, uses its best endeavours to assist the Controller in meeting its obligations) and;

Graphnet complies with any reasonable instructions notified to it in advance by the Controller with respect to the processing of the Personal Data.

at the written direction of the Controller, delete or return the Personal Data (and any copies of it) on termination of the Agreement unless Graphnet is required by Law to retain the Personal Data.  If Graphnet is asked to delete the Personal Data they shall provide the Controller with evidence that the Personal Data has been securely deleted in accordance with the Data Protection Legislation within a period agreed within the written direction of the Controller.

TECHNICAL AND ORGANISATIONAL SECURITY MEASURES

Taking into account, the cost of implementation and the nature, scope, context and purposes of processing as well as the risk of varying likelihood and severity for the rights and freedoms of natural persons, Graphnet shall implement appropriate technical and organisational measures to ensure a level of security appropriate to the risk, including, but not limited to, as appropriate:

the pseudonymisation and encryption of Personal Data; 

the ability to ensure the ongoing confidentiality, integrity, availability and resilience of processing systems and services;

the ability to restore the availability and access to personal data in a timely manner in the event of a physical or technical incident; and

a process for regularly testing, assessing and evaluating the effectiveness of technical and organisational measures for ensuring the security of processing.

SUB-PROCESSOR

Before allowing any additional Sub-processor to process any Personal Data related to this Agreement, Graphnet must: 

notify the Controller in writing of the intended Sub-processor and processing;

obtain the written consent of the Controller;

enter into a written agreement with the Sub-processor which gives effect to the terms set out in this Agreement such that they apply to the Sub-processor and in respect of which the Controller is given the benefits of third-party rights to enforce the same; and 

provide the Controller with such information regarding the Sub-processor as the Controller may reasonably require.

Graphnet shall ensure that the third party's access to the Personal Data terminates automatically on termination of this Agreement for any reason save that the Sub-processor may access the Personal Data in order to securely destroy it.

Graphnet shall remain fully liable for all acts or omissions of any Sub-processor.

SUBJECT ACCESS/RIGHTS REQUESTS

Subject to clause 3.14, Graphnet shall notify the Controller without undue delay if it:

receives a Data Subject Access Request (or purported Data Subject Access Request) connected with Personal Data processed under this Agreement;

receives a request to rectify, block or erase any Personal Data connected with Personal Data processed under this Agreement;

receives any other request, complaint or communication relating to either Party's obligations under the Data Protection Legislation connected with Personal Data processed under this Agreement;

receives any communication from the Information Commissioner or any other Supervisory or Regulatory Body connected with Personal Data processed under this Agreement;

receives a request from any third party for disclosure of Personal Data connected with this Agreement; or

becomes aware an actual or suspected Data Loss Event.

This notification shall be given by emailing the original request and any subsequent communications to the Controller.

Graphnet shall not respond substantively to the communications listed at clause 3.11 save that it may respond to a Regulatory or Supervisory Body following prior consultation with the Controller. 

Graphnet’s obligation to notify under clause 3.11 shall include the prompt provision of further information to the Controller in phases, as details become available.

Taking into account the nature of the processing, Graphnet shall provide the Controller with reasonable assistance in relation to either Party's obligations under Data Protection Legislation and any complaint, communication or request made under clause 3.11 (and insofar as possible within the timescales reasonably required by the Controller) including by promptly providing:

the Controller with full details and copies of the complaint, communication or request;

such assistance as is reasonably requested by the Controller to enable the Controller to comply with a Data Subject Access Request within the relevant timescales set out in the Data Protection Legislation;

such assistance as is reasonably requested by the Controller to enable the Controller to comply with other rights granted to individuals by the Data Protection Legislation including the right of rectification, the right to erasure, the right to object to processing, the right to restrict processing, the right to data portability and the right not to be subject to an automated individual decision (including profiling);

the Controller, at its request, with any Personal Data it holds in relation to a Data Subject;

assistance as requested by the Controller following any Data Loss Event;

assistance as requested by the Controller in relation to informing a Data Subject about any Data Loss Event, including communication with the Data Subject;

assistance as requested by the Controller with respect to any request from the Information Commissioner’s Office, or any consultation by the Controller with the Information Commissioner's Office;

the Controller with any copies of requests from Data Subjects seeking to exercise their rights under the Data Protection Legislation.  Such requests must be sent to the Controller without undue delay of receipt by Graphnet. 

Graphnet shall allow for reasonable audits of its delivery of the Data Processing Services by the Controller or the Controller designated auditor, on at least 20 Working Days’ notice, during the term of this Agreement.  Graphnet will give the Controller all necessary assistance to conduct such audits.

Graphnet shall provide the Controller with evidence to demonstrate compliance with all of its obligations under this Agreement and the relevant Data Protection Legislation.  

DATA PROTECTION OFFICER

Graphnet shall designate a Data Protection Officer if required by the Data Protection Legislation and shall communicate to the Controller the name and contact details of any Data Protection Officer.

RECORD OF THE DATA PROCESSING ACTIVITIES

Graphnet shall maintain complete and accurate records and information to demonstrate its compliance with this Agreement, the Data Protection Legislation and Data Guidance.  Graphnet must create and maintain a record of all categories of data processing activities carried out under this Agreement, containing:

the categories of Processing carried out under this Agreement; 

where applicable, transfers of Personal Data to a third country or an international organisation, including the identification of that third country or international organisation and, where relevant, the documentation of suitable safeguards; 

a general description of the Protective Measures taken to ensure the security and integrity of the Personal Data processed under this Agreement; and

a log recording the processing of Personal Data in connection with this Agreement comprising, as a minimum, details of the Personal Data concerned, how the Personal Data was processed, where the Personal Data was processed and the identity of any individual carrying out the processing.

Graphnet shall ensure that the record of processing maintained in accordance with clause 3.19 is provided to the Controller within two (2) Working Days of a written request from the Controller. 

This Agreement does not relieve Graphnet from any obligations conferred upon it by the Data Protection Legislation.

The Parties agree to take account of any guidance issued by the Information Commissioner. The Controller may on not less than 30 Working Days’ notice to Graphnet amend this Data Processing Agreement to ensure that it complies with any guidance issued by the Information Commissioner.

The Controller may, at any time on not less than 30 Working Days’ notice, revise this clause by adding to it any applicable controller to processor standard clauses or similar terms forming part of an applicable certification scheme (which shall apply when incorporated by attachment to this Agreement). 

Graphnet warrants and undertakes that it will deliver the Data Processing Services in accordance with all Data Protection Legislation, any Data Guidance and this Agreement and in particular that it has in place Protective Measures that are sufficient to ensure that the delivery of the Data Processing Services complies with the Data Protection Legislation and ensures that the rights of Data Subjects are protected.  Graphnet shall not do or omit to do anything that will put the Controller in breach of the Data Protection Legislation or the Data Guidance

Graphnet must assist the Controller in ensuring compliance with the obligations set out at Article 32 to 36 of the GDPR and equivalent provisions implemented into Law, taking into account the nature of processing and the information available to Graphnet. 

Graphnet must take prompt and proper remedial action regarding any Data Loss Event. 

Graphnet must assist the Controller by taking appropriate technical and organisational measures, insofar as this is possible, for the fulfilment of the Controller’s obligation to respond to requests for exercising rights granted to individuals by the Data Protection Legislation. 

[bookmark: _Toc28079137][bookmark: _Toc102751416]TERM AND TERMINATION

This Agreement shall commence on the Effective Date.  Unless terminated in accordance with this clause, this Agreement shall automatically terminate on expiry. 

Without affecting any other right or remedy available to it, the Controller may immediately terminate this Agreement by notice in writing to Graphnet if they commit a material breach of any provision of this Agreement or Graphnet repeatedly breaches any of the provisions of this Agreement and fails to cure such breach or breaches within ten (10) Working Days. 

On termination of this Agreement:

any rights, remedies, obligations or liabilities of the parties that have accrued up to the date of termination, including the right to claim damages in respect of any breach of this Agreement which existed at or before the date of termination, shall not be affected; 

the provisions of this Agreement which place obligations on Graphnet in respect of the processing of Personal Data shall continue in force and effect until such time as all Personal Data (including all copies thereof) has either been returned and/or destroyed in accordance with the foregoing sub-clause (unless otherwise strictly required by Law); 

without prejudice to the foregoing sub-clause, the provisions of this Agreement that expressly or by implication are intended to come into or continue in force on or after termination of this Agreement shall remain in full force and effect;

[bookmark: _Toc28079138][bookmark: _Toc102751417]REMEDIES AND NO WAIVER

Nothing in this Agreement excludes or limits any liability which cannot legally be excluded or limited including, but not limited to, liability for:

death or personal injury caused by negligence; and

fraud or fraudulent misrepresentation.



Subject to clause 5.1 and 5.3, Graphnet’ total liability to the Controller under this Agreement shall not exceed the proportionate share of any pay out awarded under the LTPS in line with the number of other third-party practices effected by Graphnet’ breach.  Graphnet’ total liability includes liability in contract, tort (including negligence), breach of statutory duty, or otherwise, arising under or in connection with this Agreement. 



This clause 5.3 sets out specific heads of excluded loss:

Subject to clause 5.2, the types of loss listed in clause 5.3.2 are wholly excluded by the parties.

Graphnet shall not be liable under this Agreement for: 

loss of profits;

loss of sales or business;

loss of agreements or contracts;

loss of anticipated savings;

loss of use or corruption of software, data or information;

loss of or damage to goodwill;

any other type of special, indirect or consequential loss.

The rights and remedies provided under this Agreement are in addition to, and not exclusive of, any rights or remedies provided by Law or in equity.

A waiver of any right or remedy under this Agreement or by Law or in equity is only effective if given in writing and signed on behalf of the party giving it and any such waiver so given shall not be deemed a waiver of any similar or subsequent breach or default.

A failure or delay by a party in exercising any right or remedy provided under this Agreement or by Law or in equity shall not constitute a waiver of that or any other right or remedy, nor shall it prevent or restrict any further exercise of that or any other right or remedy.  No single or partial exercise of any right or remedy provided under this Agreement or by Law or in equity shall prevent or restrict the further exercise of that or any other right or remedy.

[bookmark: _Toc28079139][bookmark: _Toc102751418]NOTICES

Any notice given to a party under or in connection with this Agreement shall be in writing in the English language and shall be sent by email to the Controller and Graphnet email address.

Any notice validly given in accordance with the foregoing clause shall be deemed to have been received the following Business Day.

[bookmark: _Toc28079140][bookmark: _Toc102751419]GENERAL

Graphnet shall not assign, transfer, mortgage, charge, subcontract, declare a trust over or deal in any other manner with any or all of its rights and obligations under this Agreement without the prior written consent of the Controller. 

No variation of this Agreement shall be effective unless it is in writing and signed by the parties to this Agreement.

This Agreement may be executed in any number of counterparts, each of which when executed and delivered shall constitute a duplicate original, but all the counterparts shall together constitute the one agreement.  No counterpart shall be effective until each party has executed at least one counterpart.

[bookmark: _Toc28079141][bookmark: _Toc102751420]WARRANTY

The Controller warrants, covenants and represents to Graphnet as set out below:

The Controller has established or will establish a lawful basis, as necessary in respect of the provision of such Personal Data to Graphnet and the Controller will maintain documentation of such.

The Processing by Graphnet of the Personal Data on the Controller’s instructions in accordance with this Agreement shall be for lawful purposes which have been properly disclosed to Data Subjects in accordance with the Data Protection Legislation.  For direct care the Data Subjects’ implied consent allows for such processing.

The Controller shall ensure that the Personal Data processed by Graphnet are kept accurate and up-to-date and that it shall only be processed through the services of Graphnet for as long as it is required for the lawful purposes for which it is so held and the Controller shall provide Graphnet with instructions and updates to ensure the foregoing.

[bookmark: _Toc28079142][bookmark: _Toc102751421]GOVERNING LAW AND JURISDICTION

This Agreement and any dispute or claim arising out of or in connection with it or its subject matter or formation (including non-contractual disputes or claims) shall be governed by and construed in accordance with the Law of England.

Each party irrevocably agrees that the courts of England and Wales shall have exclusive jurisdiction to settle any dispute or claim arising out of or in connection with this Agreement or its subject matter or formation (including non-contractual disputes or claims), provided that nothing in this clause shall prevent a party from enforcing any judgement obtained in the court of England and Wales in any other court with jurisdiction over the other party.
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IN WITNESS WHEREOF, the parties have executed this Agreement as of the Effective Date.





		[bookmark: _Hlk97710541]Graphnet Health Solutions (UK) Ltd









		

		St Helens and Knowsley Teaching Hospitals NHS Trust, on behalf of all the organisations listed in the Memorandum of Understanding (Tier Zero)
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System Name: Carecentric



		Summary



		Subject matter of the processing

		The overarching purpose for data sharing is to support provision of a shared care record for direct care and use of data for secondary uses in a population health intelligence solution. 





		Duration of the processing

		01/03/2023



		Nature and purpose of the processing



		The processing of data of for supporting a shared care record for direct care. Identifiable data is being processed. 



Consistently pseudonymised data is used for the purpose of population health management 



For Population Health there are four main purposes, which can be described as follows:-



Use Case 1: Epidemiology Reporting: Understanding health needs of populations, wider determinants of health and inequality for the improvement of outcomes.

Use Case 2: Predicting outcomes and population stratification of vulnerable populations.

Use Case 3: For planning current services and understanding future service provision.

Use Case 4: For evaluation and understanding causality.





		Dataset Detail 



		Dataset(s)

		The datasets being processed are listed in Appendix A



		Legal basis for sharing

		UK General Data Protection Regulations (GDPR):



Personal Data

Article 6(1)(e) Processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller. 





Special Categories Data

Article 9(2)(h) Processing is necessary for the provision of health or social care or treatment or the management of health or social care systems and services.



Article 9(2)(i) Processing is necessary for reasons of public interest in the area of public health, such as protecting against serious cross-border threats to health or ensuring high standards of quality and safety of health care and of medicinal products or medical devices.



Article 9(2)(j) Processing is necessary for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes in accordance with Article 89(1) (as supplemented by section 19 of the 2018 Act) based on domestic law which shall be proportionate to the aim pursued, respect the essence of the right to data protection and provide for suitable and specific measures to safeguard the fundamental rights and the interests of the data subject.





		Compliance with confidentiality and privacy rights

		· Common Law Duty of Confidentiality and Article 8 Human Rights Act 1998: The Parties will ensure they comply with these obligations by ensuring that no data that has a risk of being identified is shared without the agreement of the patient.  Only pseudonymised data will be shared for population health (including Covid) management purposes with measures to effectively anonymise this data in line with the ICO Anonymisation Code of Practice.



Appropriately psudonymised or aggregated data is not owed a duty of confidentiality. Under this Data Processing Agreement the Common Law Duty of Confidentiality does not apply to data which is pseudonymised, and presented as aggregate data.



For patient identifiable data used for direct patient care the Common Law Duty of Confidentiality is addressed by implied consent. “Section 251B [of the Health and Social Care Act 2012 (as amended by the Health and Social Care (Safety and Quality) Act 2015)] and implied consent under CLDC will together provide the lawful basis to share in most cases of direct care.  In these cases, and any cases of direct care based on explicit consent, the national data opt-out will not apply.” https://digital.nhs.uk/services/national-data-opt-out/operational-policy- guidance-document/appendix-2-definitions



· Section 251 NHS Act 2006 – Under s.251, GPs, CCGs and relevant Controllers have authority to carry out risk stratification which is carried out in the public interest or in the exercise of official authority vested in the controller through GDPR Article 6(1)(e).





		Type of Personal Data

		Personal Data processed by the Processor will be:

· Personal Identifiable Data (PID) of patients and service users

The specific data items will only be coded (structured) data, that is to say no free text (unstructured) data.  The data will be strictly governed as anonymised-aggregate, pseudonymised, and only as person identifiable for the purpose of direct care.



		Categories of Data Subject

		Patients registered with the Cheshire and Merseyside GP Practices.



		Data Extraction, Authorised Recipients and Data to be Shared



		Included in the data extract



		· Current, former and deceased patients for residents of Cheshire and Merseyside and/or people who have used the providers who are party to this sharing agreement (Provider catchment)





		Excluded from the data extract

		· Any patient record with an active dissent code, except for direct care purposes.

· All sensitive coded data.

· No data will be extracted on patients with an active code which marks their records as being confidential.



		Data to be Shared

		The Data sets to be shared are from GP; Acute; Mental Health; Community; and Social Care (children and adult).  Appendix A describes the data detail





		Frequency of extraction

		Contemporaneous (HL7 feeds) and/or daily dependent upon dataset



		Authorised Recipients

		Graphnet Health Solutions (UK) Ltd



		Permitted Sub-processors

		Requested from Graphnet 



		Special Conditions

		None



		Data Retention

		The period of processing will be the duration of the programme. The Personal Data will be retained by the Processor for the term of the programme plus any additional retention period required by applicable law and in conjunction with the NHS X Records Management Code of Practice 2021.



		Annex Details



		Controller Data Protection Officer

		Name: 

Email: 



		Processor Data Protection Officer

		Name: 

Email: 










Appendix A



Care Centric data sets

The specific data items will only be coded (structured) data, that is to say no free text (unstructured) data will flow.  The agreement covers the permission to flow all data fields listed below, whilst all fields are listed the data controllers are in control of what data is actually shared. 



This Annex provides the categories of data to be shared from GP; Acute; Mental Health; Community; and Social Care (children and adult).  The table incudes a brief description of the data categories and the use case(s) within which the data will be used for:



1. Social Care – Child

NOTE: no free text will be extracted. Only coded data.

		Item (data spec doc cross reference)

		Field Name

		Description



		1.1

		Extract Identifier

		Reference data item



		1.2

		Person Core

		Patient Identifiable Data



		1.3

		Person Extended

		Patient Identifiable Data



		1.4

		Referral

		Open referrals and referrals that have closed since a predefined number of months prior to go live of the export.



		1.5

		Event

		The data range of active events or which have an end date after the predefined number of months prior to go live of the export:

· Assessment 

· Meetings

· Case Notes



This does not include the free text associated with the event



		1.6

		Alert

		Alerts of the following types that are still active or have an end date after the predefined number of months prior to go live of the export:

· Child Protection

· Child in Need

· Child Looked After

· Missing Person

· Hazard

· MARAC





		1.7

		Disability

		Disabilities that are still active or have an end date after the predefined number of months prior to go live of the export.



		1.8

		Related Person

		Relationship Types and Relationship Flags



		1.9

		Practitioner (staff type)

		Only those Practitioner involvements that are still active or have an end date after the predefined number of months prior to go live of the export.



		1.10

		Classification

		Primary Support Reasons that are still active or have an end date after the predefined number of months prior to go live of the export: may include:

· Physical support – Access and mobility

· Social support – Substance misuse

· Sensory support

· Mental Health support

· Learning Disability support







2. Social Care – Adult

		Item

		Field Name

		Description



		2.1

		Extract Identifier

		Reference Data Item



		2.2

		Person Core

		Patient Identifiable Data



		2.3

		Person Extended

		Patient Identifiable Data



		2.4

		Referral

		Open referrals and referrals that have closed since a predefined number of months prior to go live of the export.



		2.5

		Event

		Consider the data range of active events or which have an end date after the predefined number of months prior to go live of the export: 

· Assessment

· Safeguarding

· Organisational Safeguarding Case

· Deprivation of Liberty Safeguards (DOLS)



		2.6

		Alert

		Alerts that are still active or have an end date after the predefined number of months prior to go live of the export.

· Risks

· Special Factors



		2.7

		Disability

		Disabilities that are still active or have an end date after the predefined number of months prior to go live of the export.



		2.8

		Related Person

		Relationship Types and Relationship Flags



		2.9

		Practitioner (staff type)

		Only those Practitioner involvements that are still active or have an end date after the predefined number of months prior to go live of the export.



		2.10

		Classification

		Primary Support Reasons that are still active or have an end date after the predefined number of months prior to go live of the export: may include: 

· Physical support – Access and mobility

· Social support – Substance misuse

· Sensory support

· Mental Health support

· Learning Disability support



		2.11

		Care Plan

		Care plans linked to referrals that have been exported in the Referral data file that are still active or have an end date after the predefined number of months prior to go live of the export. 



		2.12

		Service Provision

		All service provisions linked to care plans that have been exported in the Care Plan data file should be included.  Those that are still active or have an end date after the predefined number of months prior to go live of the export should be exported.



		2.13

		Care Plan Need and Outcome

		All needs and outcomes linked to care plans and service provisions that have been exported in the Care Plan data file.







3. Acute

		Item

		Field Name

		Description



		3.1

		Demographics

		Data items supported as part of the MPI Load.

· Surname

· NHS Number (and validation status)

· DOB

· Sex

· Address

· Postcode

· Death Status and Death Date

· Ethnic Group



		3.2

		Medications

		



		3.3

		In-Patient

		Unique Identifier (Event ID)

Admission Date

Stay Type

Ward

Specialty

Admission Type

Admission Category

Admission Source

Diagnosis

		Consultant

Admitting Doctor

Attending Doctor

Transfer Date

Transfer Reason

Discharge Date

Discharge Method

Discharge Destination

Procedures



		3.4

		Out-Patient

		Unique Identifier (Event ID)

Originating Referral ID

Referral Date

Referral Outcome

Referral Priority

		

Referral Disposition

Referral Type

Referral Category

Speciality



		3.5

		A&E

		Unique Identifier (Event ID)

Attendance Date

Discharge Date

Discharge Method

Diagnosis

		Discharge Destination

Location

Consultant

Referring Doctor

Procedures



		3.6

		ICE/Pathology Results 

		Pathology Results Direct from Labs or from the ICE system 







4. Community (Individual Spec document for each item)

		Item

		Field Name

		Description



		4.1

		Demographics

		Data from the demographics CSV will be used for creating or updating the demographics of a patients.



		4.2

		Referral

		



		4.3

		Alerts

		When providing Alert information, each message will need to contain all the current available Alerts for a patient i.e. the file would not be expected to contain historic alerts (inactive/ended)



		4.4

		Community Health

		· Immunisations

· Care Plan

· Problems

· Interventions

· Encounters & Appointments

· Diagnosis

· Medications



		4.5

		Allergies

		· Allergy data 



		4.6

		Contacts

		







5. Mental Health (Individual Spec document for each item)

		Item

		Field Name

		Description



		5.1

		Demographics

		Data from the demographics CSV will be used for creating or updating the demographics of a patients.



		5.2

		Referral

		



		5.3

		Alerts

		When providing Alert information, each message will need to contain all the current available Alerts for a patient i.e. the file would not be expected to contain historic alerts (inactive/ended)



		5.5

		Care Programme Approach (CPA)

		· Diagnosis

· Mental Health Act

· Risk Assessment

· Risk Scores

· Risk Plans

· Early Intervention in Psychosis (EIP)



Free text will not be included.



		5.6

		Contacts

		









6. General Practice

		Item

		Field Name

		Description



		6.1

		GP COVID-19/Advance Care Planning 

		· GP COVID-19 Status 

· GP Advance Care Planning

· Alerts



		6.2

		Allergies Summary

		· Allergy data 

 

 



		6.3

		GP Medications Issued

		



		6.4

		GP Repeat Medications

		



		6.5

		GP Problems

		· Active Problems

· Past Problems

· Additional Problems



		6.6

		GP Results

		



		6.7

		GP Vitals and Measurements

		Latest height/weight; latest blood pressure; latest physiological function result ordered by date descending.



		6.8

		GP Lifestyle

		



		6.9

		Additional GP Information

		· GP Encounter

· Vaccinations & Immunisations

· Contraindications

· OTC and Prophylactic Therapy

· Family History

· Child Health

· Diabetes Diagnosis

· Chronic Disease Monitoring

· Medication Administration

· Pregnancy, Birth and Post Natal

· Contraception and HRT

· GP Imaging

· Other Investigations

· Investigations Administration

· Operations

· Obstetric Procedures

· Other Diagnostic Procedures

· ECG

· Other Preventative Procedures

· Other Therapeutic Procedures

· Recent Test Results (last 12 months)



		6.10

		Data Categories

		· Active Problems

· Administration

· Alcohol Exercise and Diet

· Allergy

· Blood Chemistry

· Blood Pressure

· Cervical Cytology

· Child Health

· Chronic Disease Monitoring

· Contraception and HRT

· Contraindications

· Diabetes Diagnosis

· ECG Pulmonary

· Encounters

· Family History

· Full Problems List

· Glucose/hba1c

· Haematology

· Height and Weight

· Imaging

· Investigations Admin

· Medications Administration

· Medication Issues

· Microbiology

· Obstetric Procedures

· Operations

· OTC Prophylactic Therapy

· Other Cytology/Pathology

· Other Diagnostic Procedures

· Other Investigations

· Other Preventative Procedures

· Other Therapeutic Procedures

· Past Problems

· Physiology Function Tests

· Pregnancy, Birth and Post Natal

· Recent Tests

· Referrals and Admissions

· Repeat Medication

· Smoking

· Social History

· Unmatched

· Urinalysis

· Vaccination and Immunisations







7. General Practice - TPP

		Item

		Field Name

		Description



		7.1

		Medications

		· Repeat Medications

· Medications Issued



		7.2

		GP Problems

		· Active Problems

· Past Problems

· Additional Problems

· GP Results

· GP Lifestyle

· Blood Pressure

· Additional GP Information

· GP Encounters/Administration

· GP Encounters

· GP Administration

· Referrals

· Radiology

· Operations

· Investigations

· Contraception and HRT

· Pregnancy, Birth & Post Natal

· GP Family History

· Contraindications

· Vaccinations and Immunisations









[bookmark: _Hlk97669366]Data Processing Agreement: Graphnet Health Solutions (UK) Ltd

Page 19 of 20

image1.png

NHS

Cheshire and Merseyside







image2.png

CIPHA

Combined Intelligence for

Population Health Action






image3.jpeg

Health & Care Partnership
for Cheshire & Merseyside








image3.png
DAAG User Journey

Expectations

User

Submits
Request

Screen

Screening Passed

Request
Presented
to DAAG

Submissions
received at least 15
working days before
DAAG.

All submissions to
be sent to
dataintoaction@che

shireandmerseyside
.nhs.uk

The user will liaise with the DiA team
to fine-tune the submission.

The user will submit the final version

The user will agree
on the final
submission.

The DiA team will
include the request
in papers for the next
DAAG. Requests
must be published to
the DAAG members
at least 7 working
days before the
meeting

The user will be

invited to attend the
meeting and answer
members’ questions.

Request
Approved

Cheshire and
/// Merseyside

Health and Care Partnership

Data
Access
Provided

Within four weeks from
the approval date.

Request

Denied

The DiA team will work with the user to
update the request based on feedback
from DAAG.

The updated submission will be
presented at a future DAAG once the
screening process is passed.

There is no limit to the number of times a
submission can be presented to DAAG.





image4.svg
                               DAAG User Journey Expectations  User Submits Request   Screening   Screen Passed   Request Presented to DAAG   Request Denied   Request Approved   Data Access Provided  • Submissions received at least 15 working days before DAAG. • All submissions to be sent to dataintoaction@che  shireandmerseyside  .nhs.uk    • The user will liaise with the DiA team to fine - tune the submission. • The user will submit the final version  • The user will agree on the final submission. • The DiA team will include the request in papers for the next DAAG. Requests must be published to the DAAG members at least 7 working days before the meeting • The user will be invited to attend the meeting and answer members’ questions. Within four weeks from the approval date.  The DiA team will work with the user to update the request based on feedback from DAAG. The updated submission will be presented at a future DAAG once the screening process is passed. There is no limit to the number of times a submission can be presented to DAAG. 


image5.emf
Data%20access%20r

equest%20form%20templ


Data%20access%20request%20form%20templ




[image: A blue text on a white background

Description automatically generated][image: A picture containing text, clipart

Description automatically generated][image: A blue sign with white text

Description automatically generated][image: A blue and white logo

Description automatically generated]		    

Data Access Request Form

Cheshire & Merseyside ICB Data Access & Asset Group

Please submit to the Data into Action inbox

	The Project (Section 1)

		Project name



		DSRxxx



		Data access start date

		Click or tap to enter a date.		Data access end date

		Click or tap to enter a date.

		Project overview



· Please describe the project in a way that is understandable to the general public – the wording here will be used on the Data into Action website



		[bookmark: Text1]Please complete



		Objective(s)



· What are the project outcomes and benefits?

· What are the risks if access is, or is not, approved?



		[bookmark: Text2]Please complete



		Output(s)



· What is the output of the analytics/ project (dashboard, data set, paper etc)?

· What is the granularity of the output (patient-level, aggregated etc)?

· Who will the output be shared with?



		Output format:

		Choose an item.



		

		Granularity:

		Choose an item.



		

		Who will the output be shared with:

		Please complete



		Patient & Public Engagement (PPIE)



· What PPIE is planned or has been carried out in the system for this project?

HRA Guidance

Gov.uk Guidance

https://www.publicinvolvement.co.uk/ 



		Please complete



		Funding



		How is the project funded?

		Please complete



		Project Governance



· How does the project align with the Cheshire and Merseyside(C&M) Integrated Care Board (ICB) commissioning intentions?

· Who is accountable for control on the use of the data? What is the governance structure that supports the accountable person?

· How does this structure ensure the data will be used in accordance with this application?

		Please complete







	Applicant/ Project Lead (Section 2)

		Full Name

		



		Email

		



		Job Role

		



		Organisation

		







	Data Requested (Section 3)

		Which data sets are being requested:



		

		Local

		National (NHS England)



		GP Data

		CIPHA GP

		☐

		

		



		Secondary Care Data

		CIPHA Acute

		☐

		SUS

		☐



		Community Data

		CIPHA Community

		☐

		CSDS

		☐



		Adult Social Care Data

		CIPHA Social Care

		☐

		ASC-CLD

		☐



		Child Social Care

		CIPHA Social Care

		☐

		

		



		Mental Health Data

		CIPHA Mental health

		☐

		MHMDS

		☐



		Waiting List Data

		

		

		Waiting List MDS

		☐



		Vaccination Data

		CIPHA GP-derived

		☐

		NIVS

		☐



		Mortalities

		

		

		Mortality Data Set

		☐



		Other:



· Is identifiable patient-level data required?

· Please specify any other data in scope for the project.

· Include any user-provided data that will need to be joined with the above data.



		











		Data Minimisation 



The minimum possible data needs to be requested to ensure compliance with GDPR - please list the filter criteria to show how this requirement is met

		Please outline how you will ensure you only request the minimum possible dataset







	Data Access (Section 4)

		Please specify the details for any individuals requiring access to the data:



		Name 

		Email

		Job title/ Role

		Organisation

		Full access or reduced access?

		Will an honorary contract be required?



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		







The Data into Action team will support you in completing section 5:

		Information Governance (Section 5)

		Is a Sublicense Agreement needed, if so, is there one in place?



The DIA team will confirm these details



		



		Which Data Sharing Agreement (DSA) applies?





		· DIA: Population Health

· DIA: SDE

· ShCR: C&M Connected Care Record

· Other (please state):



		Which Data Protection Impact Assessment (DPIA) applies?

		· DIA: Population Health

· DIA: SDE

· ShCR: C&M Connected Care Record

· Other (please state):



		Is a Privacy Notice update required?

		If yes, which one:

•	DIA: Population Health

•	DIA: SDE

•	ShCR: C&M Connected Care Record

•	Other (please state):



		What is the UK GDPR Lawful Basis to process the data?



Please state the Article 6 and Article 9 Conditions



This doesn’t apply to aggregate data.



		Article 6 - Lawfulness of processing





Article 9 - Processing of special categories of personal data



		Legitimate Interest Assessment



Legitimate interest is one of the six lawful bases for processing personal data. Article 6(1)(f)  You must have a lawful basis in order to process personal data in line with the ‘lawfulness, fairness and transparency’ principle.

 

		Please use this section to confirm that you have undertaken a legitimate interest assessment for your application.



		How is the Common Law Duty of Confidentiality addressed?

		· Explicit Consent

· Implied consent for direct care purposes

· The data is suitably pseudonymised

· N/A as no access to any identifiable data

· N/A as data is aggregate so isn’t owed a duty of confidence





		Who are the Data Controllers?



It is the project leader's responsibility to ensure the correct Data Controllers are listed. Please follow this link for more information: https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/controllers-and-processors/controllers-and-processors/what-are-controllers-and-processors/



		



		Who are the Data Processors?



It is the project leader's responsibility to ensure the correct Data Processors are listed. Please follow this link for more information: https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/controllers-and-processors/controllers-and-processors/what-are-controllers-and-processors/



		AGEM







		Signatures



		Local Caldicott Guardian – checked & agreed



The Data Into Action team will liaise with the relevant Caldicott Guardian on your behalf. 



This section must be completed before your request is submitted to the DAAG for consideration. 

		As the local Caldicott Guardian for this project I confirm that I am satisfied with this application.



Name:

Signature:

Position:

Date:

Add any other comments here:





		Your Signature & Date

		As the project lead/ sponsor I confirm I am satisfied with this application.



Name:

Position:

Signature:

Date:
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Data Into Action Programme

Terms of Reference: Data Access and Asset Group

1. Purpose

The purpose of the Data Access and Asset Group is to manage the data access requests into to the C&M Secure Data Environment which provides data to organisations for the purposes of Population Health and/or research. The group will assure that access is granted that is in line with the Information Governance, PPIE and data and technical expectations of the programme. The group will maintain a continuous development approach, ensuring processes evolve in line with changing policy. 

2. Programmes and Partners 

The group will oversee data access requests from a range of partners including ICB analytical and transformation functions; the ICB Places; Health and Care Providers; Academia and Industry

3. Functions of the Group

· Oversight of the Data Access Request Process, approving data access requests from organisations for Population Health and Research Requests

· Ensuring all Information Governance requirements are met including: GDPR and the Common Law Duty of confidentiality; Caldicott principles; including data minimisation; and public benefit 

· Ensuring applicants have undertaken appropriate Patient and Public Involvement and Engagement in their design 

· Ensuring individuals and organisations applying have met the required conditions for data access 

· Ensuring technical specifications of data and technology are accurate and data is minimised to project specific requirements.

· Oversight of the development of the process, ensuring the process is developed in line with any changes to national policy or data sharing arrangements and escalating to the Information Governance Sub-committee where changes need to happen

· Ensuring Applications have adequate scientific critique of research proposals and align to medical purpose as stipulated in the CAG/REC requirements for use of data for research 



4. Membership

· SRO Data into Action Programme (Chair) 

· Data Into Action Programme Director C&M

· ICB GP Clinical Advisor Information Governance

· Information Governance lead for Digital and Data programmes 

· ICB Information Governance Officer

· Programme Director Civic Data Co-operative

· Academic Reviewer/ethics review 

· Data into Action Programme Manager

· Deputy Head of Population Health Business Intelligence

· Head of Shared Care Records 

· AGEM Strategic Partner (Data Processor)

· Graphnet strategic partner (Data Processor) 

· Graphnet Information Governance Lead

· Patient and Public Representation x 2 

· NHS Provider Information Governance lead

· Local Authority Information Governance lead

· Additional GP lead 

· Additional clinical representation

5. Frequency of Meetings 

Meetings will be held every four weeks.

6. Accountability

The Data Asset and Access Group will report into the Operational Group of the Data into Action programme and to the CM ICB Information Governance Strategy Committee

7. Relationship to other Boards and Groups 

Relationship to the other sub groups of the Data into Action Programme (Data and Technology Design Authority; PPIE Group) 

The DAAG reports to the Data Into Action Operations Group which is chaired by the DIA Programme Director (also a member of the DAAG)

The DAAG is part of a set of subgroups within the DIA Programme that includes:

· Technology and Data Group

· PPIE Group

· Multi Professional Steering Group



8. Administration

The group will be administered by the Data Into Action team

9. Review

The terms of reference will be reviewed annually



Review date: June 2025

Next Review: January 2026

4
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